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EXECUTIVE SUMMARY
The Office of the Assistant Secretary for Planning and Evaluation (ASPE), in close collaboration
with the Centers for Medicare and Medicaid Services (CMS), has contracted with NORC to conduct
an evaluation of a pilot demonstration project to introduce Personal Health Records (PHRs) to
Medicare fee-for-service (FFS) beneficiaries. The pilot study represents one component of a diverse
set of CMS Health Information Technology (HIT) initiatives. This pilot is being implemented in the
South Carolina service area by QSSI, an information technology (IT) solutions contractor.
The PHR demo titled ‘My Personal Health Record, South Carolina’ (MyPHRSC) was launched in
early 2008. As part of the evaluation of the PHR demo, NORC developed this literature review and
environmental scan to explore current definitions of what a PHR is, assess the usability and utility of
PHRs, and to identify best practices for developing PHR standards and features.
To date, little work has been done to examine what, if any, assistance may be needed to help elderly
and disabled populations use PHRs. Due to the potential of PHR technology to improve health
care services, additional insight is needed to identify PHR features and functions that will encourage
PHR adoption by consumers. This review is intended to contribute to the overall development of
PHRs by providing a current-state, panoramic snapshot of many key aspects of the PHR field. The
report will inform policy efforts to identify best practices for developing PHR features and standards
that will encourage PHR adoption by consumers–especially FFS Medicare beneficiaries.

METHODOLOGY
In compiling this document, NORC used three approaches to gather up-to-date information about
PHR development and implementation. First, we conducted a review of the existing published
literature, gray literature, and various official government documents. Second, NORC completed
discussions with sixteen key informants who are involved with and otherwise knowledgeable about
PHR development efforts, product design, standards, and usability/utility (see Appendix B for list of
key informants). Finally, NORC submitted a draft of the literature review to a fourteen-member
expert panel, and incorporated their comments into the document.
The sixteen individuals who took part in key informant interviews contributed a broadened
perspective on how other organizations are currently sponsoring and delivering PHR functionality.
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Initial key informant interview participants were identified through the use of referrals from key
Federal and other contacts. Subsequent interview subjects were identified by asking the initial
subjects to recommend individuals who are known for their expertise on PHR development and
implementation. Key informant interview participants were asked to share their views about their
own PHR efforts as well as current Medicare PHR efforts.
NORC staff considered data from each of these three sources in crafting the analysis in this
document. We synthesized and incorporated findings into the literature review and environmental
scan through an iterative process of mapping data to the project’s research questions.

FINDINGS
In synthesizing lessons learned from the literature review and key informant discussions, this
analysis focuses on issues in four key areas: (1) PHR definitions, attributes and models; (2)
consumers and PHRs; (3) standards for PHRs; and (4) potential impacts of PHRs. Select findings of
the review are presented below.
While the findings of the report provide a broad current state analysis on the PHR field, to the
extent possible the specific needs of the Medicare population have been researched and
documented.

When developing PHRs for senior citizens such as Medicare FFS Beneficiaries, a

number of factors must be taken into account including the demographics of the population, their
levels of computer and health literacy, and their predominant health issues. Medicare beneficiaries
are more likely to have impaired vision and mobility, as well as other health problems that can
impede their use of PHRs. 1 They may also face challenges in reading and comprehending
information in PHRs due to levels of literacy and health literacy.
PHR Definitions, Attributes, and Models. Although there has been a groundswell of interest in
PHRs, consensus has not yet been reached on a commonly accepted definition of a PHR, and many
proposed definitions remain vague. One definition of a PHR, as proposed by the Markle
Foundation states: ‘A PHR is an electronic application through which consumers can access, manage
and share their health information, and that of others for whom they are authorized, in a private,
secure, and confidential environment.’ 2
There has also been significant debate among experts on the different models for PHRs and how
they should be structured, what functions they should deliver, or how they can be of greatest use.
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While a broadly accepted taxonomy of PHR models has not been established thus far, the different
‘flavors’ of PHRs that exist today include:


Institutional/IDN provider portal



Populated from claims data



Individual provider portal



Untethered—USB, desktop, PDA



Service oriented



Population oriented



Condition oriented



Health 2.0 sites



Network/Interconnected PHRs

Given the rapidly evolving PHR market and the entry of organizations like Microsoft and Google, it
is likely that the PHR landscape will be dramatically different 5-10 years from now.
While organizations such as American Health Information Management Association (AHIMA) and
Office of the National Coordinator for Health Information Technology and the National Alliance
for Health Information Technology (ONC-NAHIT) are working to define PHRs in terms of their
use, objectives, and ownership rights, other organizations such as the Robert Wood Johnson
Foundation (RWJF) have defined criteria for the functional components and platforms of PHRs. In
fact, the PHR industry has gone to great lengths to separate a PHR definition from the description
and characteristics of functionality and data sources. The National Committee on Vital and Health
Statistics (NCVHS) proposed using the term PHR to refer to a health or medical record that
includes clinical data, and the term ‘personal health record systems’ (PHR-S) to refer to multifunction tools that include PHRs among a battery of functions.
PHRs may encompass a number of functions, providing consumers with the ability to control their
information, manage their health through decision support tools, interact with their health care
providers, and authorize access and use of their health information through a designated proxy or
care manager.
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Findings of this review suggest that consumers have diverse expectations and needs for PHRs.
Accordingly, certain health information and supporting features and functions may be more relevant
to some users than others. In particular, health status may play a role in the functions that Medicare
beneficiaries desire in a PHR. Although only a subset (15%) of community-dwelling, elderly patients
require care from a geriatrician or geriatric services, many of those seniors have multiple, chronic
conditions. By age 75, the average older adult has between two or three chronic conditions, and
some have ten or twelve chronic conditions. 3 Thus the elderly and disabled may require different
functions and features of a PHR than other consumers.
PHRs can be customized by offering specific, health-related information modules; providing
templates for creating individualized care plans, or by offering a fully specialized PHR. There is no
‘one size fits all’ PHR and it is likely that there will be different flavors of PHRs to support unique
user needs. To some extent consumers’ expectations and needs are being met by a variety of
organizations including independent software vendors developing stand-alone solutions,
providers/Integrated Delivery Networks making available PHRs that are closely tied or tethered to
their existing systems, or health insurers or employers offering claims-based PHRs.
Consumers and PHRs. In order for PHRs to gain widespread adoption, consumers must be made
aware of the availability and advantages of using PHRs, and they must be taught how to use them.
Recent research on public attitudes suggests that although only a small percentage of the population
has used a PHR, consumers are interested and willing to use PHRs. Additionally, those with chronic
conditions reported the highest interest and most urgent need to use PHRs.
Although consumers express interest in PHRs generally, consumers cite major concerns around the
security and confidentiality of information contained in PHRs, and this may affect whether or not
consumers decide to use a PHR. However, these concerns vary depending on the PHR sponsor.
For example, one study indicated that consumers are more likely to use a PHR if it is recommended
by a provider. Although some studies suggest that consumers would be particularly concerned
about the security and privacy of an employer-based PHR, others suggest that when financial
incentives are provided consumers are significantly more willing to use these PHRs. Consumers also
seem to suggest that the convenience of access to their information would outweigh their concerns.
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PHRs may be particularly useful for Medicare beneficiaries.

Early research indicates that

improvements have been observed in care management for various chronically ill and disabled
populations that have used PHRs. For chronically ill and disabled patients PHRs assist with
medication reminders, better tracking of special diets and enhanced communication with providers.
For cognitively impaired patients, PHRs which contain health event reminder functions (such as
reminders for health care visits or daily medication regimens) and tracker tools may assist consumers
with memory problems. In one study, generally healthy consumers reported forgetting to ask health
related questions during provider visits that they had intended to discuss. Thus, PHRs could result
in more productive interactions with providers.
State, regional, and national efforts that offer social marketing campaigns to encourage PHR use
may help raise awareness of their value. Consumer perspectives must be taken into consideration
when defining the attributes of PHRs. NORC’s discussions with PHR experts indicated that a usercentered approach to developing PHRs seeks to align the conceptualization and design of PHRs
with consumers’ needs. Taking into account the consumer’s viewpoint will create PHRs that are
valuable and easy to use. User-centered designs ensure that consumer perspectives are incorporated
into PHRs, greatly impacting their successful adoption and use.
There has been a limited amount of work thus far to measure PHR usability. In addition, usability
guidelines specific to PHRs have not been developed and traditional usability theory and existing
guidelines have limited applications to PHRs because PHRs vary so widely in terms of configuration
and features and functions which they offer. However, web usability guidelines have been written
for aged, disabled and limited literacy populations, and these may be helpful in developing PHRs
which meet the needs of Medicare beneficiaries.
Today there are no standardized measures for PHR utility. According to experts, potential measures
of PHR utility include the number of consumers consistently using their PHR; the number and types
of data elements or functions that are accessed and consistently used; and the overall quality
improvement of the consumer’s health through PHR use.
Standards for PHRs. Standards (a set of rules that ensure that personal health information can be
easily stored, accessed, shared, exchanged, and understood by health care providers, payers,
regulators, and consumers 4 ) are recognized as the key to realizing the value of PHR technology.
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Standards provide the basis through which different EHRs, claims and other data sources will be
able to populate a PHR.
There are a number of entities involved in developing standards for PHRs and standards are
currently available for data transfer, semantic interoperability, security and portability. One key
informant suggested that between 70 and 80 percent of the standards developed for EHRs are
relevant and potentially transferable to PHRs. Standards for semantic interoperability are becoming
increasingly available, as are a number of security standards for authentication, consent,
confidentiality, accountability, and non-repudiation.

Organizations such as Integrating the

Healthcare Enterprise (IHE) and Health Level Seven (HL7) have been, and are continuing to
develop portability standards for plan-to-plan transfer of information.
While a number of standards for PHRs have already been developed, there are some important gaps
that will need to be addressed to support development and use of PHRs. Currently there is no
uniform standard to protect privacy of personal health information stored in a PHR. There are
several other gaps in the PHR standards development space, most notably in the following areas:
standards for patient-initiated changes to their health information; uniform privacy policies for PHR
service providers; standards that address when a consumer’s proxy or care manager accesses, uses,
and controls the account holder’s PHR; standards for consumer entered information into PHRs; and
definitions of the rights and legal responsibilities of all parties involved with PHRs. PHRs are now
being offered by entities that are not covered by HIPAA and are thus not required to comply with
HIPAA regulations. Privacy policies and security standards for these entities will need to be
developed.
There are also areas of overlap in the standards development area today. These areas include PHR
portability standards, conditions and diagnosis standards, and consents standards. Despite the many
areas of overlap as well as gaps in standards for PHRs, there are a number of standards
organizations that are looking at issues of PHR privacy and security, and interoperability and
portability. AHIMA is currently working on a project for ONC-NAHIT to explore the different
initiatives and their areas of overlap.
Potential Impacts of PHRs. Findings from key informant discussions suggest that PHRs could
have significant implications for providers and the wider health care system.
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implementers of PHRs will need to carefully consider the optimal process for integration and
application of PHRs into the workflow of routine clinical practice. While some providers recognize
the potential utility presented by PHRs – particularly in the areas of patient engagement and chronic
disease management – others are more resistant to change, and are concerned about the impact on
workflow, PHR data accuracy, and lack of reimbursement for PHR-related work.

Kaiser

Permanente has found that providers are resistant to PHRs before using them, but after having used
the PHRs they report positive impacts on relationships with patients, and that their initial fears of
things like receiving overwhelming amounts of emails from patients were false. Many providers
reported a reduced number of emails from patients with continued use of the PHR. Thus, PHRs
may produce benefits for providers such as better communication with patients. Overcoming initial
preconceived notions regarding the utility of PHRs may be a significant factor in improving provider
adoption of PHRs.
A number of major employers have embraced PHRs and the broader idea of patient access to
records and communication channels. Currently, empirical evidence of return on investment, quality
improvement and improved efficiency is scant. Nonetheless, many expect that PHRs will positively
affect these aspects of the health care system. Numerous experts believe that PHRs will increase
patient empowerment, improve medical record keeping, and increase communication between
patients and providers. Furthermore, many experts believe that improved medical record keeping as
a result of PHR use could lead to reduced health care costs through a reduction in unnecessary
hospital visits and tests, and fewer medication errors.
The present PHR evaluation seeks to establish an understanding of PHR utility for Medicare
beneficiaries in order to address potential impacts. However, additional PHR implementations and
research will be necessary to better understand how providers can effectively incorporate PHR
technology into the provision of care, and how PHRs will more broadly impact health care system.
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CHAPTER 1.
INTRODUCTION
WHAT

ARE

PERSONAL HEALTH RECORDS (PHRS)?

Personal Health Records (PHRs) are the focus of widespread interest as a tool for improving
consumers’ ability to manage their health and health care interactions in a variety of settings. There
exists tremendous diversity in the functions offered by PHRs and there is no universal definition of
what constitutes a PHR. One definition as proposed by Markle states that, “ A PHR is an electronic
application through which consumers can access, manage and share their health information, and
that of others for whom they are authorized, in a private, secure, and confidential environment.” 5
The vision for and potential of this tool have not crystallized into a solid foundation of
understanding about what technical and functional attributes make PHRs easy, attractive, and
worthwhile for consumers to use. While PHRs have existed for nearly a decade, consumers have
not rushed to start using this new technology and the literature indicates a relatively low level of
adoption. 6 Even as the PHR market evolves, many questions remain about what characteristics are
most important to ensure their usability and utility; what standards and methods should be used to
develop them; and how PHR adoption and integration into consumers’ overall health care
experience can be supported.
There is no shortage of commercially available PHR applications−the website of the American
Health Information Management Association (AHIMA) offers links to 89 PHR products. 7 These
PHRs can vary widely in their characteristics. For instance, PHR applications may differ in the
nature of information they contain, features and functions offered, sources of information, locations
where information is stored, technical approaches to security, and designation of control over who
has access to them.
The concept of PHRs and PHR systems continues to evolve. 8 Additionally the National Alliance
for Health Information technology (NAHIT), funded by the Office of the National Coordinator
(ONC) is actively working on a PHR definition at the time of this report. 9
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ASPE EVALUATION

OF THE

CMS PHR PILOT DEMONSTRATION

Medicare faces an urgent need to optimize the efficiency, quality, and cost-effectiveness of health
care services for its beneficiaries. As the largest provider of health insurance in the U.S., Medicare
currently covers over 44 million beneficiaries, and it is anticipated that a massive expansion in the
Medicare-eligible population will occur from 2010 to 2025. 10 The Centers for Medicare & Medicaid
Services (CMS) thus has a compelling interest in successfully leveraging health information
technology (HIT), including the use of electronic health records (EHRs) and PHRs.
To this end, CMS is conducting a pilot demonstration project to introduce PHRs to Medicare feefor-service (FFS) beneficiaries. The pilot, which represents one component of a diverse portfolio of
HIT initiatives, is being implemented in the South Carolina service area by QSSI, an IT solutions
contractor selected by CMS. The PHR demo, ‘My Personal Health Record, South Carolina’
(MyPHRSC) was launched in March 2008.
The Office of the Assistant Secretary for Planning and Evaluation (ASPE) has funded an evaluation
to assess the usability and utility of the PHR system implemented through the CMS pilot. It is also
exploring findings related to PHR standards, design, and development. To carry out the study,
ASPE has contracted with the National Opinion Research Center at the University of Chicago
(NORC). NORC is gathering and analyzing information from end-users of the PHR (consumers
and providers) to learn which features they find most valuable, and is eliciting insights from QSSI
and HealthTrio staff about their experiences in designing the PHR.

THE QSSI ROLE IN THE CMS PHR PILOT DEMONSTRATION
QSSI is working with three key vendors and other partners to implement MyPHRSC. Specifically,
QSSI has obtained its PHR product from a vendor called HealthTrio. Palmetto GBA is facilitating
access to and importing of CMS claims data into the PHR, and IBM is performing general
consulting in an advisory capacity related to PHRs. MyPHRSC is designed with three central
components: data (which include records of patients’ visits, surgeries and procedures, and
medications); tools (which help patients to plan for their health needs and capture important
measurements); and security features (which include functions that allow the user to assign
permission to access the PHR).
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Visitors to the HealthTrio PHR web-based homepage are informed that the PHR is designed to help
them gather their medical information in a single location, so that they and others to whom they
grant access (e.g. family members or providers) can monitor health-related activities and events, or
review and update information as necessary. Instructions guide consumers through the process of
filling out a questionnaire about their health; exploring a care plan for their health; adding to their
own health record; assigning permissions for others to view the PHR; and subscribing to receive
education information about certain health topics.

PURPOSE

OF
WITHIN THE

LITERATURE REVIEW/ENVIRONMENTAL SCAN
CONTEXT OF THE ASPE EVALUATION

As a preliminary step, NORC has conducted a formal literature review and environmental scan to
gather, summarize and synthesize existing information relevant to key research questions for the
evaluation as a whole (See Appendix A). The findings of the literature review help to define issues to
be explored in greater depth during the study’s focus group and observational study components.
Specifically, it is being used to develop discussion guides for focus group meetings about PHR
feature usability and utility. These focus groups are tentatively scheduled to take place during the
summer of 2008. The FFS PHR evaluation will be closely coordinated with an evaluation funded by
CMS and Agency for Healthcare Research and Quality (AHRQ).
The CMS/AHRQ PHR evaluation will examine the use, usability, and utility of a Registration
Summary/Medication History PHR tool. Seven health plans have integrated these two components
into their existing PHRs and offered the PHR to Medicare Managed Care and/or Part D Drug Plan
beneficiaries at no cost. Evaluation components for this project include a survey of beneficiaries
who have used the PHR and focus groups with beneficiaries who either: 1) have used the PHR more
than once; or 2) have decided not to register for the PHR. These focus groups will help identify
factors which drive adoption of the PHR, as well as identify features and functions considered
easiest to use and most useful for beneficiaries. The CMS/AHRQ evaluation team is regularly
involved with the Fee-For-Service evaluation efforts, and both projects benefit from this mutual
collaboration. Moreover, the literature review for this evaluation will inform later findings for both
PHR evaluations by offering broad perspectives on the current PHR landscape.
Due to the potential of PHR technology to improve health care services, additional insight is needed
to identify PHR features and functions that encourage PHR adoption by consumers. This review is
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intended to contribute to the overall development of PHRs by providing a current-state, panoramic
snapshot of many key aspects of the PHR field. It offers an understanding of current knowledge of
PHR usability and utility, and identifies best practices for developing PHR features and standards. At
a time when PHR adoption is in its early stages, these issues are of great interest.
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CHAPTER 2.
METHODOLOGY
To gather up-to-date information about PHR development and implementation for this
comprehensive literature review we conducted a review of the existing published and unpublished
literature, gray literature, and various official government documents. Based on our findings from
the literature and through discussions with ASPE and CMS we identified an initial group of key
informants who are involved with and otherwise knowledgeable about PHR development efforts,
product design, standards, and usability/ utility. We completed discussions with sixteen key
informants (see Appendix B). Finally NORC submitted a draft version of the literature review to a
fourteen-member expert panel and incorporated their comments into the document.
A complete listing of sources consulted for the literature review is provided in Appendix C. NORC
obtained recommendations for relevant materials and information sources by seeking initial
guidance from the ASPE Task Order Monitor and key contacts at ASPE, CMS, AHRQ, and other
federal agencies and foundations. We also conducted broad searches using the following online
resources:
1. Google
2. Google Scholar– A more specialized search engine that focuses on peer-reviewed and other
academic literature.
3. Lexis Nexis– A search engine that primarily indexes proprietary content, including a range of
public and trade periodicals.
4. Academic Search Premier– A multi-disciplinary database of academic journal articles,
drawing from over 3,700 peer-reviewed publications.
5. MEDLINE– A computerized bibliographic retrieval system containing a comprehensive
listing of articles in the scientific medical literature.
6. HSRProj– A database providing access to ongoing grants and contracts in health services
research available through the National Library of Medicine.
7. HSTAT– Health Services/ Technology Assessment Text- A searchable collection of large,
full-length text clinical practice guidelines, technology assessments, and health information.
8. AHRQ National Resource Center for Health IT Knowledge Library– An online
comprehensive search engine compiled by NORC and its partners, containing articles and
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information on topics such as evaluation, economics, and management of information
systems.
9. HIMSS– The online resources of the Health Information and Management Systems Society
The sixteen individuals who took part in the key informant interviews contributed a broadened
perspective on how other organizations are currently sponsoring and delivering PHR functionality.
Initial key informant interview participants were identified through the use of referrals from key
Federal and other contacts. Subsequent interview subjects were identified by asking the initial
participants to recommend other individuals who are known for their expertise on PHR
development and implementation.

Exhibit 1 summarizes information about the organizations

represented in these discussions and specific topics addressed.

A sample discussion guide is

included in Appendix D.
NORC staff considered each of these three data sources in crafting the analysis presented in this
document. Findings were synthesized and incorporated into the document through an iterative
process in which NORC collected relevant data, and organized the information into broad
categories. These categories were then mapped to the project’s research questions. A detailed outline
of themes was developed and revised, ultimately taking the form of the chapters presented in this
document. NORC staff outlined each chapter in detail, and revised chapter contents as the literature
review and key informant discussions progressed.
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PHR Application or Platform
What initiatives are you involved with that are related to PHRs
and standards development?
What have your project’s activities and lessons learned been to
date in regards to developing user-centered personal health
applications?

Usability and Utility
Was any usability testing done when rolling out or developing
your PHR product? What type of testing was done?
What do you consider to be important guidelines for usercentered design and for usability testing?
How should usability be assessed for CMS’ PHR? Should
usability guidelines differ for the Medicare population (elderly
and disabled)?
Have there been usability "lessons learned" from your
experience with your PHR that you think might be useful to
CMS? What advice would you give to CMS?

Standards
What would you say are the key standards development
activities related to PHRs with respect to security, privacy,
and/or interoperability?
Are there any special considerations with respect to privacy and
security when using a care-manager?
Are there any gaps in the current PHR standards development
activities?
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Sample of Key Informant Discussion Areas
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EXHIBIT 1 K EY I NFORMANT D ISCUSSION P ARTICIPANTS AND T OPICS

Development of Best Practices
How do you see the business model of PHRs evolving over
time? Are there other business models for PHRs that would
serve as a good model for CMS?
What advice would you offer for CMS’ PHR—for now and the
future?
What are the advantages of using a claims-based model for a
PHR? Other issues related to claims-based PHRs?

Consumer Perceptions
What do you think it will take for people to adopt and use
PHRs?
For what reasons do consumers decide to enroll in and
maintain a personal health record?
Which features of the PHR do consumers find most helpful?
Which do they like the best/ least? Are there functions that are
not being used?
What kinds of effects do computer literacy and health literacy,
and access to technology have on patient use of PHRs?

Patient-Provider Interactions
How do PHRs affect the ways in which patients and providers
interact?
Do personal health records affect provider work flow?
How have providers reacted to the PHR? Have provider
attitudes to the PHR changed over time?
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Issues Specific to Elderly and Underserved Populations
What do you see as the value of a PHR to Medicare
beneficiaries?
Which features of the PHR are most valuable to the elderly?
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CHAPTER 3.
MEDICARE FFS BENEFICIARIES
AND PHRS
There are many challenges inherent to the development, implementation, access and use of high
value-add PHRs. When developing PHRs for senior citizens such as Medicare FFS Beneficiaries, a
number of additional factors must be taken into account. Key aspects that must be considered
include the demographics of this population, their levels of computer and health literacy, and their
predominant health issues. The remainder of this chapter addresses the unique aspects of the
Medicare FFS Beneficiary population in relation to the use of PHRs.

THE CHARACTERISTICS

OF

MEDICARE FFS BENEFICIARIES

The CMS PHR pilot involves Medicare FFS beneficiaries in the South Carolina service area. The
Medicare program provides health insurance to individuals who are 65 or older and certain younger
disabled persons. In 2002, most Medicare beneficiaries (87 percent) were enrolled in traditional feefor-service (FFS) Medicare, while others signed up for private health plans that contract to serve
Medicare beneficiaries, known as Medicare Advantage plans.

11

Traditional FFS Medicare

reimburses physicians a pre-determined amount for each service they provide, based on an
established fee schedule.

Physicians who ‘accept assignment’ agree to accept Medicare's fee as

payment in full. 12
The demographic characteristics of Medicare FFS beneficiaries should be examined when designing
PHR solutions targeted to them.

Health knowledge, attitudes, and beliefs for specific

subpopulations may also be important to consider. On the whole, the Medicare population tends to
be female (56%), white (78%), between the ages of 65 and 84 (67%), in good or fair health (53%),
and living with a spouse (44%). Most Medicare beneficiaries live in urban areas (73%), have at least
a high school education (69%), and have some form of supplemental insurance coverage (79%).
Half have incomes under 200 percent of poverty level, and almost a third of beneficiaries (30%)
have no high school diploma. Chronic illness is highly prevalent among members of the Medicare
population—especially the elderly. One survey of Medicare beneficiaries indicated that 65 percent of
all elderly people had two or more chronic conditions, and 34 percent of seniors reported limitations
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in mobility or activities of daily living.

13

Another report found that 36 percent of Medicare

beneficiaries have three or more chronic conditions. 14

Barriers to PHR Use among Medicare Beneficiaries
To date, little work has been done to examine what assistance may be needed to help elderly,
disabled, and immigrant populations use PHRs. In a recent feasibility study of PHR usage in these
populations, factors such as a lack of computer literacy, anxiety about using computers, cognitive
and physical impairments, and the lack of health literacy were found to impede PHR use if
additional support was not provided. 15
Distrust may be another significant barrier among underserved populations. A 2007 focus group
study found that participants from underserved minority groups expressed distrust of electronic
record systems that would require them to store personal health data in computers other than their
own or those of their physicians. One alternative they would consider is the use of a ‘smart card’.
16 ♣

’

Medicare beneficiaries are more likely to have impaired vision and mobility, as well as other health
problems that can impede their use of PHRs.

17

Changes in vision that occur with age include

reductions in the amount of light that reaches the retina, loss of contrast sensitivity, and loss of the
ability to detect fine details, all of which makes reading a computer screen difficult. An estimated 21
percent of adults aged 65 years and older have impaired vision. 18
Medicare beneficiaries may also suffer from arthritis, Parkinson’s disease, and other conditions that
reduce fine motor skills and their ability to use a keyboard or mouse. 19 In addition, cognitive
impairment as a result of Alzheimer’s, dementia, or seizures may limit their ability to remember their
user name and password, or to recall how to use a PHR application’s functions. Thus, whether or
not Medicare FFS beneficiaries adopt PHRs and find them to be useful depends as much on systems
and graphical user interfaces (computer programs designed to allow users to interact easily with the
♣

1 Similar to a credit card in shape and size, a PHR smart card can be swiped by a health care provider to obtain the patient’s
personal health information. The card can be updated when a patient sees a provider. Supporters of smart cards for PHRs cite that
sophisticated data encryption and a two-factor authentication process provide a high level of security and have the potential to reduce
fraud. To access the PHR, the person must have the card (which includes a personal photo) and the patient’s personal identification
number (PIN). Mount Sinai Medical Center in New York City has been working closely with Siemens, a technology solutions firm,
since 2004 to develop a Patient Health Card. In February 2007, Mount Sinai Medical Center began deploying smart cards as part of a
10-institution pilot program. Other states with smart card programs under development are Florida, Texas, New York, and
Pennsylvania. (See citation #12).
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computer, typically by making choices from menus or groups of icons 20 ) as on the data that the
PHRs contain. 21
Low reading literacy and health literacy levels may also be barriers to PHR use among Medicare
beneficiaries.

Although there has been no published assessment of the reading level of the

information contained in PHRs, information on most general websites is far beyond the reading
level of most of the population. 22

In addition, many individuals have difficulty reading and

comprehending health information. A study of information technology use and literacy found that
nearly one of two adults has difficulty understanding information necessary to make basic
appropriate health decisions. 23 The 2003 National Assessment of Adult Literacy determined that
adults in the study’s oldest age group—65 and older—have lower average health literacy than adults
in younger age groups. Among adults ages 65 and older, 59 percent had below basic or basic health
literacy, compared with 32 percent of adults ages 40-49 and 28 percent of adults ages 25-39. 24 2
In addition, content and format of many health-oriented materials and IT applications do not meet
the needs of many of the elderly and disabled. Health-oriented website content is often too
technical for consumers to understand and may not be relevant to their culture or lifestyle. 25
Consumers may also lack record keeping experience. Standard text format guidelines helpful to a
senior citizen user for print and web materials—large font size, white space, appropriate reading
level, active use of verbs, clear and short sentences, etc.—are often not followed. PHR computer
navigation, scrolling, moving objects and animation, and search functions (particularly difficult for
the aged with functional issues) hinder accessibility and use.
The elderly are less likely to have experience using computers, access to the Internet, and broadband
connection than those under age 65. 26 Many elderly individuals do not have computers at all, 27 and
would need to access their PHR from a public place (e.g., a library, senior center, health care facility).
In a study of barriers to PHR use among the elderly, Lober et al. found computer literacy and
computer anxiety were two major barriers. (Computer literacy skills were demonstrated when
performing tasks such as turning the computer on, using a mouse or keyboard, or logging in.
‘Computer anxiety’ is a term used to describe a lack of willingness to attempt these tasks not due to
an apparent physical or cognitive barrier.) 28
2

The phrase, “Below basic health literacy” refers to literacy skills that are inadequate to complete more than the most
simple and concrete literacy tasks; “basic literacy” is defined as literacy skills adequate to perform simple and everyday
literacy activities.
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Although the percentage of elderly people who use computers is much lower than among the
general population, an increasing number of older adults are accessing the Internet. In 1996, only 2
percent of adults 65 and older were ‘online’; by 2004 that number had risen to 22 percent. 29 Kaiser
Permanente, VHA, and Whatcom County have all reported that significant numbers of elderly and
disabled members are signing up for and successfully using their PHRs. To entice Medicare
beneficiaries to use a PHR, though, the tools must be designed to accommodate their needs.
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CHAPTER 4.
PHR DEFINITIONS, ATTRIBUTES
AND MODELS
There is a high level of interest in PHRs among both health IT experts and the stakeholders who
stand to benefit from their implementation (e.g., consumers, providers, employers, payers, and
vendors). New approaches to engaging consumers to become active participants in their own
healthcare have influenced the health care industry’s interest in PHRs. For example, the concepts of
“consumer-directed care” and “consumer-facing technologies,” have gained popular attention in
recent years. Both emphasize empowering consumers to assess their own health care needs, and to
make informed choices about what services would best meet those needs. 30
By offering tools that facilitate information-seeking and record-keeping, PHR applications are able
to help consumers take a more proactive role in their healthcare. Due to the efforts of PHR
sponsors, vendors, and government and private funders, considerable progress has been made over
the past decade in developing valuable PHRs. Yet much work remains to be done to ensure that
PHRs are appropriate for and accessible to a wide range of potential users, including elderly and
disabled populations and those who lack health and computer literacy skills.
Despite the groundswell of interest in PHRs, general consensus has not yet been reached on how
they should be structured, what functions they should deliver, or how they can be of greatest use.
No commonly accepted definition of what constitutes a PHR has been developed to date, although
the Office of the National Coordinator for Health Information Technology (ONC) is currently
developing a standardized definition funded by the National Association for Health Information
Technology (NAHIT). This chapter explores the landscape of current knowledge about PHRs,
including how they are being defined, what attributes they typically have, and what components (e.g.,
screen configurations, data elements, and features or functions) are currently being offered.
Examples of key PHR models and initiatives are provided.
As noted by Patricia Flatley Brennan, RN, PhD, FAAN (consultant to ASPE for this evaluation) this
review takes an approach to PHRs that is largely health care provider-focused. Many PHR case
studies offered in this document are described in terms of who ‘owns’ or provides the PHR, and
emphasize the PHR as a connection to clinical care providers or claims data services. Brennan has
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commented that this emphasis is understandable, because health care providers generate data, and
the PHR abstracts some subset of that data. While provider-focused PHRs may be typical of those
available at the time of this review (Spring 2008), future developments in the field may yield a
broader suite of personal health information management tools.

PHR DEFINITIONS

AND

ATTRIBUTES

Consumers have long maintained paper records of health information, such as their medical history
or a list of prescribed medications. Yet few have the time, ability, or motivation to keep a paper
record up-to-date. It is generally believed that digitalizing consumers’ health records will help to
maintain accurate information over time, and that this information will lead to improved health care
access, use of services and health outcomes. In recent years, technological advances have increased
the options available for maintaining personal records. Consumers have also become more
comfortable in using technology. Thus, today’s PHRs are often computer-based. In the future, cell
phones, personal digital assistants (PDAs), iPods, and other devices with Internet access may also
offer the functionality for hosting full or partial PHRs.
The National Committee on Vital and Health Statistics (NCVHS) concluded that no uniform
definition of the term PHR existed in industry or government as of 2006. The committee suggested
that PHRs should be characterized by their attributes, including the scope or nature of their
contents; source(s) of that information; features and functions offered; the custodian of the record;
the storage location of the content; technical approaches to security, and the party designated to
authorize access to the information. 31
While a universal definition of what constitutes a PHR has not yet been adopted, leading
organizations continue to work towards creating a standardized definition of PHR elements,
methods, scope, desirable features, functions and infrastructural elements. Exhibit 2 below presents
two alternative definitions of the term PHR—from the Markle Foundation and the American
Health Information Management Association (AHIMA). Although these definitions differ there are
commonalities. Each definition suggests that a PHR is an electronic application, accessed and
managed by consumers, through which personal health information is maintained and shared in a
secure, private, and confidential environment.
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ONC-NAHIT, ASTM International (a voluntary standards development organization) and
International Organization for Standardization (ISO) have also developed PHR definitions. ONCNAHIT and ASTM both define PHRs as consumer-controlled, and health records which are payercontrolled are excluded from their PHR definitions. 32 AHIMA and ONC-NAHIT have included
data inputs as components of their PHR definitions. Both organizations, along with RWJF, have
agreed that the objective of a PHR includes universal availability and lifelong use for the consumer.
Although most organizations define PHRs as being interoperable, ISO specifically recommends that
PHRs maintain identical architecture to electronic health records (EHRs), which would simplify the
often tricky process of providing interoperability between a PHR and an EHR in a particular health
care system.
EXHIBIT 2 A LTERNATE D EFINITIONS OF THE T ERM ‘PHR’
Markle Foundation Definition

AHIMA Definition

An electronic application through which consumers can
access, manage and share their health information, and
that of others for whom they are authorized, in a private,
secure, and confidential environment. 33

An electronic, universally available, lifelong resource of
health information needed by individuals to make health
decisions. Individuals own and manage the information in
the PHR, which comes from health care providers and the
consumer. The PHR is maintained in a secure and private
environment, with the individual determining rights of
access. The PHR is separate from and does not replace
the legal record of any provider. 34

While organizations such as AHIMA and ONC-NAHIT are working to define PHRs in terms of
their use, objectives, and ownership rights, other organizations such as RWJF have defined criteria
for the functional components and platforms of PHRs. 35 In fact, the PHR industry has gone to
great lengths to separate a PHR definition from the description and characteristics of functionality
provided by the PHR and the different potential data sources. NCVHS proposed using the term
PHR to refer to a health or medical record that includes clinical data, and the term ‘personal health
record systems’ (PHR-S) to refer to multi-function tools that include PHRs among a battery of
functions.
In 2005, the Health Level Seven (HL7) Personal Health Record Work Group of the HL7-EHR
Technical Committee was charged with developing a PHR-system functional model and standards.
This group has focused on identifying features and functions required for a PHR system to be
effective. Its draft recommendations were submitted for public review, and final recommendations
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were due to be released at the end of March 2008. 36 Currently HL7 has available a draft standard for
trial use (DSTU).

PHR ELEMENTS

AND

FUNCTIONS

Data Elements
There are no standard conventions for what information a PHR should contain. 37 Some experts
believe that, to guide consumers’ care decisions and self management, PHRs should include all
relevant medical data. 38 ’ 39 Others have expressed the view that ‘more can be less’ as there is the
potential to overwhelm users with too much information. The presentation of PHR data in a more
easily understood, user-friendly format is crucial. This is particularly important if PHRs are to be
relevant to consumers who face literacy and health literacy challenges. Participants in the 2005
American Medical Informatics Association’s (AMIA) College of Medical Informatics working
symposium suggested that a PHR should contain at least the following data elements:


Personal identification and contact information



Health provider contact information



Health insurance information



Test results



Significant illnesses



Medical treatments and surgeries



Immunizations



Allergies



Social history and lifestyle risk factors



Family history.

AHIMA has also created an excellent resource that includes a comprehensive list of suggested and
common data elements by type, (e.g., suggested “Personal Information” elements include name,
address, and employer information). Other types of data relevant to health may include cost and
payment information, patient-centered health risk assessment, and home and self-monitoring data
that have been entered by the consumer or transmitted directly to the PHR from a medical device.
Consumers may enter non-coded data (e.g., free text) through means such as typing journal entries
into their PHR. They can also upload information into their PHR, such as the phone numbers of
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health care providers, insurance information, funeral plans, and even documents such as advanced
directives.

PHR Functions
Some PHRs offer interactive tools that enable consumers to understand and act on their health
information (some refer to these additional software tools as ‘personal health applications’. Others
use the term PHR-S to refer to applications and data). These functions allow consumers to control
their information, utilize decision support, and have more convenient interactions with the health
care system. Some functions enable consumers to control access to their PHR information (i.e., by
authorizing access for individuals such as relatives, spouses, friends, or health care providers).
Users can also control the type of information that each person is allowed to access, and whether
that person has ‘read-only’ or ‘read and write’ access. Some PHRs provide an audit trail that tells the
PHR owner who has accessed their information, and when. HL7’s Personal Health Record Systems
Functional Model (PHR-S FM) includes PHR functional capabilities in the categories of ‘Personal
Health’, ‘Supportive’, and ‘Information Infrastructure’. Each function is listed hierarchically and
includes a name, identifier, description, examples and conformance criteria. Johnson et al. name six
types of PHR functions: 40
1. Patient-Provider Communication (e.g., appointment scheduling, secure messaging with providers,
prescription refills, lab result)
2. Personal Health Advocate (e.g., communication with patient proxies, health care expense/billing
tracking, insurance understanding/coverage)
3. Personal Decision Support (e.g., diagnosis education support, lifestyle choices support,
medication support, provider selection support, shared patient experiences support,
treatment education support)
4. Personal Health Journal (for recording and tracking diet, exercise, symptoms, questions, etc.)
5. Personal Health Monitoring and Management (e.g., home monitoring device data collection,
symptom diaries, self and wellness management)
6. Personal Health Reminders (e.g., visit, consult, immunization, lab,
and medication reminders)
Some PHRs guide consumers to sources of online health information
or disease management programs. Sophisticated PHRs can be targeted
to consumers who have specific risk factors or diseases (e.g., obesity,
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diabetes) and can suggest relevant websites or tools for these patients, or offer web search functions
to them. PHRs can also offer access to virtual communities through their portals. These can be
particularly useful for patients who have serious or chronic conditions. For example, women with
breast cancer may be interested in interacting online with each other to discuss available providers
and potential treatment options, and to share the impact of this condition on their personal lives.
Different user populations require tailored functions, depending on their health interests and needs.
For beneficiaries over the age of 85 (12 percent of Medicare beneficiaries), an adult, child or other
caregiver is more likely to manage the PHR. Similarly, a beneficiary with health problems may want
different information and functions than a healthy beneficiary. Customization can be achieved by
offering specific information modules, providing individualized plans within a PHR, or by offering
specialized PHRs.
The Markle Foundation’s Personal Health Technology Council found that ensuring consumers’
privacy and control over their own records is essential to full consumer acceptance of electronic
information exchange and the sharing of PHRs. To guide the development of PHRs, this Council
endorsed seven patient and consumer principles intended to ensure that PHRs include the privacy
and security functions necessary to alleviate consumers’ concerns about security. 42 The privacy and
security principles are as follows:
1. Individuals should be able to access their health and medical data conveniently and
affordably.
2. Individuals should be able to authorize when and with whom their health data are shared.
3. Individuals should be able to designate someone else, such as a loved one, to have access to
and exercise control over how their records are shared.
4. Individuals should receive easily understood information about all the ways that their health
data may be used or shared.
5. Individuals should be able to review which entities have had access to their personal health
data.
6. Electronic health data exchanges must protect the integrity, security, privacy, and
confidentiality of an individual's information.
7. Independent bodies, accountable to the public, should oversee local and nationwide
electronic health data exchanges, with no single stakeholder group dominating these
oversight bodies.
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PHR Models
Exhibit 3 presents a summary of currently available PHR configurations, and the data elements and
functions they typically include. It provides an overview of the characteristics of each of these
configurations, their advantages and disadvantages, and sponsors. For additional detail on key PHR
initiatives, an overview of nine current efforts is provided in Appendix E.

Various PHR

configurations include:


Institutional/IDN provider portal



Populated from claims data



Individual provider portal



Untethered—USB, desktop, PDA



Service oriented



Population oriented



Condition oriented



Health 2.0 sites



Network/Interconnected PHRs

Exhibit 3 below provides a more detailed overview of each of these PHR configurations:
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EXHIBIT 3 PHR M ODELS : A DVANTAGES , D ISADVANTAGES , AND S PONSORS
Type of PHR

Overview

Advantages

Disadvantages

Examples/ Sponsors

Institutional/IDN
provider portal

An EHR-tethered PHR allows consumers to view
information from their health care provider’s
EHR. Such PHRs are typically offered by health
or hospital systems or medical groups to their
patients (also called members or enrollees). These
providers have the advantage of having EHRs
already in place and are able to import data directly
from their EHR.

The advantage of an
EHR-tethered PHR
is that it has access to
all of the information
contained in the
EHR and its link to
the EHR makes it
relatively easy to
include additional
PHR functions (e.g.,
messaging providers,
appointment
making).

Such PHRs will only include
information from that provider’s
system. Because consumers change
health plans numerous times over
their life, and many receive care from
providers who are not linked to the
EHR, these records will not be
complete, nor will they be
transferable to other EHR-PHR
systems. Also, because medical and
laboratory terminology often differs
from that used by consumers (e.g.,
myocardial infarction vs. heart
attack), the information must be
translated and presented in
consumer-friendly language. There is
also a potential issue with providing
lab results directly to consumers, as
consumers may be unprepared for
the results. Moreover, because the
EHR data is the providers’ legal
record, the consumer may request
corrections to information contained
in the record, but cannot make them
at will.

Two well-known examples are Kaiser
Permanente and the Veterans Health
Administration (VHA). A small number of
physician groups, such as the Palo Alto
Medical Foundation (PAMF), have also made
PHRs available to their patients.

Populated from
Claims Data

This type of tethered PHR is typically sponsored
by an employer, health care payer, or insurer. It
may provide consumers with three types of data:
physician and hospital visits and procedures,
laboratory tests ordered, and prescriptions drugs
dispensed. Information includes the date of
service, type of service, and cost of service.
Demographic, health history, and health risk
assessment information that is input by the
consumer may also be integrated.

The advantage of a
claims-based PHR is
that the record is
comprehensive, as it
incorporates
information from all
providers who file
claims with the payer.
The PHR’s
information provides
a health history that
may help consumers

The disadvantages of a claims-based
PHR are that it does not include
findings, results, and
recommendations of the services
provided (e.g., the name and date of
the lab test are included but the test
results are not); it does not provide a
complete and accurate medical record
(e.g., a consumer might have
undergone a procedure but been
found not to have the condition,
diagnoses might not be complete

Employers:
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dependents a PHR that tracks their insurance
claims and drug prescriptions, as well as
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Verizon offers a PHR to its more than
900,000 active employees, dependents, and
retirees. (Bank of America, IBM, and other

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

Type of PHR

Overview

Advantages
to manage their
health. In addition,
its supporters say
that this record
contains more
information than
many patients
currently bring to
doctor visits, and that
it is enough to get a
productive
conversation started
between consumers
and their providers.
Claims data may also
be useful for
managing costs and
financial decisions.
For Medicare
beneficiaries trying to
manage and pay their
bills, PHRs that tell
of the amount paid
by Medicare, the
responsibilities of
supplemental payers
(employer-sponsored
insurance, Medicaid,
or Medigap), and
their own coinsurance obligations,
can be a valuable
service.
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Disadvantages
because visits for multiple problems
may not code for all, and providers
tend to ‘upcode’ for higher
reimbursement); its usefulness in realtime medical practice is limited by the
time lag that occurs as claims are
submitted, processed, and uploaded
to the PHR; as with the tethered
PHR, the consumer cannot take the
PHR if he/she moves to another
employer or payer; and the coding
nomenclature used for claims is
difficult for most consumers to
understand, requiring that this
information be translated into a
vocabulary familiar to consumers.

Examples/ Sponsors
large employers do this as well.)
Five major employers, Intel, Wal-Mart, Pitney
Bowes, British Petroleum America, and
Applied Materials, are financing the design of
a PHR, Dossia, for their 2.5 million
employees, dependents, and retirees.
Health insurers have been working to make
PHRs available to their enrollees, in
anticipation that PHRs will increase
consumer and employer loyalty to the insurer
and help to control health care expenditures.
Aetna provides its members a PHR that
includes claims data and performs additional
functions, such as sending members messages
or alerts when potential care issues are
identified. CIGNA HealthCare launched a
member website in 2002 and has recently
teamed with Intuit to offer Quicken Health
to its nine million members. Scheduled to be
available to CIGNA members in 2008,
Quicken Health will provide tools to help
members manage their health care finances
and allow them to download and organize
personal health claims data.
Some of these employers, payers, and insurers
contract with vendors that modify a standard
version of its PHR, while others develop its
own version. Verizon, Dell, PepsiCo, IBM,
and three dozen other large U.S. employers
contract with WebMD for their PHRs. The
five major employers mentioned above began
working with the Omnimedix Institute to
develop its PHR (Dossia) but after one year
started over with a new technology provider,
Boston Children’s Hospital Informatics
Program for its Indivo PHR. Children’s
Hospital is building on Indivo to provide the
base architecture for Dossia, and as an open
source product, it will be made available to
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Type of PHR

Overview

Advantages

Disadvantages

Examples/ Sponsors
millions of employees of major United States
companies.
Plans are in the works to improve claimsbased PHRs. In 2006, America’s Health
Insurance Plans (AHIP) began working with
the Blue Cross Blue Shield Association to
develop model PHR standards. AHIP has
since released PHR technical documents to
member health plans with the
recommendation of key PHR data
elements—including health plan claims,
administrative data, consumer-entered data,
and portability standards that would allow
consumers to take their PHR data with them
if they change health plans. Eight plans
participated in a pilot and have demonstrated
the ability to share data. In addition, new
clinical support technology is being
developed to compare claims data to
accepted clinical guidelines. Also, WebMD
has said that it may eventually incorporate
information from EHRs into its claims-based
PHR.

Individual
provider portal

Individual provider portals are managed by a
central website that provides portals that link
consumers with their individual provider’s EMR.
This portal provides individuals with a view of
some or all of the information in the provider’s
EMR.

Information can be
input directly from a
provider’s EHR to
the patient’s PHR.
The PHR is
controlled by patients
but can be shared by
physicians or other
caregivers.
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The PHR data are not complete
because information from other
providers is not incorporated into the
PHR. In addition, direct data input
from an EMR requires that the
provider has an EMR system and that
the provider participates in a PHR
provider portal system.

iHealthRecord, an internet-based PHR, is
offered by Medum. iHealthRecord includes
educational programs specific to the patient’s
condition. Medem is building interfaces to
EMRs in physician offices and hospitals, as
well as links to allow health plans to input
data. iHealthRecord also includes secure
messaging and online consultation to help
patients communicate with their physician.
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Type of PHR

Overview

Advantages

Disadvantages

Untethered PHRs

Untethered stand-alone or web-based applications
are offered by PHR vendors directly to consumers
to allow for creation of their own records.
AHIMA’s consumer website for PHRs
(www.myphr.com) provides information to help
consumers select a PHR from more than the 175
PHRs offered by stand-alone vendors.

Stand-alone or webbased PHR
applications may
appeal to those who
do not have access to
a PHR through an
employer, payer or
provider, and those
who choose not to
sign up for a
sponsored PHR due
to concerns of
employers or payers
having access to their
information.

Reliance on consumers to enter data
is considered problematic because
consumers lack access to their health
information, may enter their
information incorrectly, or may never
enter their information. Also, health
care providers are less likely to
trust—and therefore use—
information that is entered by a
consumer.

Population
oriented

These PHRs are designed for specialized
audiences. They may be targeted to populations
such as the aged, their caregivers, or speakers of
other languages. Such PHRs provide a format for
their health information needs, as well as other
social and institutional support.

The needs of a
specific population
may best be met
through a PHR
targeted to that
population.
Language, format,
and function can be
utilized to meet a
broad range of the
targeted population’s
needs (e.g., power of
attorney forms for
caregivers).

Populations are heterogeneous and
its needs differ across subpopulations. For example, Spanish
speakers are a diverse group, and the
Spanish dialects are not standard
among the numerous Spanishspeaking countries. Also, meeting the
needs of these populations may be
challenging to the sponsors and
developers of these PHRs, as they are
not usually of these populations. For
example, the translation of an English
PHR into Spanish may be is difficult
for non-Spanish speaking developers
and sponsors. .

Examples/ Sponsors
WebMD, the first large-scale, online PHR
service, markets PHRs directly to consumers,
and employers. Medscape offers users About
MyHealth. Also, CapMed offers two
untethered versions of a PHR: the first,
Personal HealthKey, a portable PHR
application, completely self-contained on a
secure USB drive, enabling information to be
shared and updated on any USB-enable
computer; and the second, Personal Health
Record, a desktop PHR application, installed
on the personal computer with a CD-ROM,
supporting mass distribution and initializing
user engagement.
LifeLedger is a PHR targeted to adult
children and other caregivers of the aged,
with the intent to communicate information
to all involved in the subscribers’ care. It
records and stores health records, financial
and demographic information, medication
histories, funeral plans, and other important
documents, such as living wills and health
care power of attorney forms. Subscribers or
caregivers manually enter the information; in
the case of documents, they are uploaded to
the personal record. Caregivers and
providers may add progress notes.
LifeLedger also includes a library, chat room,
and forums.
Another example is the MiVia PHR. This
PHR is designed for Spanish-speaking
migrant workers.

Service oriented

A PHR developed for a specific purpose or
function (e.g., nutrition, exercise).

Provides in-depth
information, tools,
and modules for a
service. These PHRs
are particularly
effective for those
motivated to
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Because these PHRs are targeted to a
specific service, they do not include
the broad range of interlinking health
care service functions. Also, they do
not incorporate a broad range of data
elements.

Sponsored by the US Department of
Agriculture, Center for Nutrition Policy and
Promotion, MyPyramid Tracker is an online
dietary and physical activity assessment tool
that provides consumers with information on
diet quality, physical activity status, related
nutrition messages, and links to nutrient and
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Type of PHR

Overview

Advantages
improve their
lifestyle.

Disadvantages

Examples/ Sponsors
physical activity information. Its Food
Calories/Energy Balance feature
automatically calculates energy balance by
subtracting the energy expended from
physical activity from food calories/energy
intake. MyPyramid Tracker translates the
principles of the 2005 Dietary Guidelines for
Americans and other nutrition standards
developed by the U.S. Departments of
Agriculture and Health and Human Services.

Condition
oriented

PHRs have also been developed for persons with
chronic conditions. These PHRs generally target
those with a specific chronic condition.

These PHRs typically
provide diseasespecific information,
education, and care
management
modules. They may
also provide a
‘community’ for
sharing clinical and
provider-related
information, as well
as a social formation

By focusing on specific chronic
conditions, those with multiple
chronic conditions will find their
options limited to a single condition.

The goal of Patientslikeme
(patientslikeme.com) is to enable people to
share information that can improve the lives
of patients diagnosed with life-changing
diseases. Created by a person who was
diagnosed with ALS, it has created a platform
for collecting and sharing real world,
outcome-based patient data, and has formed
data-sharing partnerships with doctors,
pharmaceutical and medical device
companies, research organizations, and nonprofits.
Along with supporting those with serious
chronic conditions, its greater purpose is to
speed up the pace of research and improve
the health care system. Unlike most health
care websites, Patientslikeme operates with an
openness philosophy regarding privacy. Its
website states that sharing health care
experiences and outcomes “is good”, because
when patients share real-world data,
“collaboration on a global scale becomes
possible. New treatments become possible.
Most importantly, change becomes possible.”
Another example of a condition-oriented
PHR is The Smart PHR’s Cancer Life Agent,
a web-based PHR created and controlled by
consumers but accessible with permission by
the provider. A care management plan
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Type of PHR

Overview

Advantages

Disadvantages

Examples/ Sponsors
module is included.

Health 2.0 sites

Health 2.0 focuses on user-generated aspects of
Web2.0 within healthcare but not directly
interacting with the mainstream health care system.
These sites typically include a) search, b)
communities, c) tools for individual and group
consumer use.

These sites have been
developed by and
created for
consumers. Because
these sponsors are
generally attuned to
the needs of their
users, they more
closely align with
their psycho-social
needs.

They have not connected Health 2.0
user-generated content to the wider
health care system.

One new Health 2.0 site is Sophia’s Garden.
This is an online community for families of
children diagnosed with life-threatening
conditions. Sophia’s Garden was designed by
parents who had a child diagnosed with a lifethreatening condition. Its first initiative was
to create an integrated, Web-based survival
kit for families of children afflicted with such
conditions, Healing in Community™ Online,
that informs, supports and enables families to
harness the power of community to address
all of their needs—physical, emotional,
financial, social, cultural and spiritual.
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Type of PHR

Overview

Advantages

Disadvantages

Examples/ Sponsors

Interconnected
PHR
( “networked”
model)

This model of PHR connects the PHR with
multiple health care data sources in the context of
a health information exchange organization

Connecting for
Health and other
PHR experts believe
that only a
networked PHR has
the potential to offer
consumers an
electronic health
information
environment that
lives up to its set of
consumer- and
patient focused
principles for the
handling of
electronic personal
health
information.43 Such
linkage is said to be
key to providing the
level of portability,
long-term history,
and up-to-date
information
necessary to make
the PHR useful for
consumers.

Non-standardization of data elements
and systems and the low proportion
of providers using EHRs (14 percent
of all provider practices 44) makes
this model untenable at this point in
time.

N/A
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Another type of configuration is an interconnected PHR, or a ‘networked’ model. The networked
model connects the PHR with multiple health care data sources. Experts involved with Connecting
for Health and other PHR experts believe that only a networked PHR has the potential to offer
consumers an electronic health information environment that will live up to their consumer- and
patient focused principles for the handling of electronic personal health information. 45 They view
such linkages as being critical to providing the level of portability, long-term history, and up-to-date
information necessary to make the PHR useful for consumers. To date, a networked PHR model is
not viable due to non-standardized data elements and systems, and a low proportion (14 percent 46 )
of all provider practices using EHRs.
New PHR configurations are also emerging from the models seen today. Health record banks are
consumer-controlled repositories that hold complete copies of consumers’ medical records. PHRs
such as HealthVault are blurring the distinctions between PHR configurations.

The data in

HealthVault may be entered by the consumer, or entered via an EHR, claims database, or a medical
device.

The record is owned by the consumer, who controls access to it. 47

Adding to the

complexity, organizations are partnering with Microsoft to build other PHR solutions on top of the
HealthVault infrastructure.

For example, Whatcom County’s Regional Health Information

Organization (RHIO) is expanding the capability of its PHR called SharedCare Plan by using
HealthVault’s capability to link the PHR to biomedical devices. 48 Google is preparing to release
Google Health. In 2008, Google announced that the Cleveland Clinic will test a pre-release version
of this service. 49
It remains uncertain how PHRs will look in five to ten years, but it is clear they will differ
significantly from the PHRs of today. In the future, PHRs may provide a lifelong record of
consumers’ health, including all relevant and important health information. They may be accessible
at the consumer’s direction, while maintaining appropriate privacy and security precautions. It is
also plausible that PHRs could enable lay-people to make their wishes known. For example, they
could provide guidelines that could be transmitted to EMRs, ensuring that treatments provided are
consistent with the consumers’ wishes, desires, and preferences. PHR functions could also include
the electronic expression of the individuals’ preferences for privacy and for disclosing health
information into computable forms. With respect to evolving models, Patricia Brennan notes that,
‘PHRs can be viewed from an architectural perspective, having a data source or repository, a set of
mediating functions, and an applications interface. IN some PHRs all three components are
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wrapped up in a single product; others have the ability to draw data from and put data into various
data stores; these may employ the mediating functions, specific decision logic, or interesting
interfaces that help people take health action.’

SUMMARY: PHR DEFINITIONS, ATTRIBUTES,

AND

MODELS

There are a number of efforts currently underway to clarify the definition of a PHR. Most experts
agree that PHRs consist of electronic patient health records controlled by consumers. Although
there is some debate regarding whether the PHR encompasses just the underlying infrastructure or
the entire system and its tools, ONC-NAHIT and other organizations are working to develop
consensus on what constitutes a PHR, its system, and its functions and features.
PHRs can include many different functions, and there are a few different ways to define
functionalities. Many organizations define functionality based on the HL7 PHR S-FM Model, which
defines PHR functional capabilities by hierarchical categories of ‘Personal Health’, ‘Supportive’, and
‘Information Infrastructure’. Contrastingly, Johnson et al define PHR functions by six different
types, such as Patient-Provider Communication.
Consumers have diverse expectations and needs for PHRs; therefore, certain data elements or
functions may be more relevant to some than others. 50

There are a number of PHR models

available with particular data elements and functions associated with them. These models vary from
very basic to sophisticated configurations. Current PHR models also may be designed for general
population use, or tailored to support a specific consumer population, address particular health
concerns or chronic conditions, or help consumers perform a particular healthcare-related activity.
PHR models will continue to evolve, and it is likely that the current PHR landscape will be
remarkably different in the next five to ten years.

P AGE 36

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

CHAPTER 5.
CONSUMERS AND PHRS
What factors determine whether or not consumers access and use a PHR? At the most basic level,
an individual’s usage of PHRs depends on knowing what PHRs are and how they operate. Studies
show that a large percentage of the U.S. population is unaware of the existence of PHRs. A 2007
survey found that nearly two thirds (64 percent) of adults aged 18 and older were not familiar with
the term ‘PHR.’ 51 Another survey found that, among respondents who had never used PHRs, fiftytwo percent said the reason was that they had never heard of them. 52
While generating awareness of the existence of PHRs is certainly a critical first step, education alone
is not adequate to ensure that consumers will adopt PHRs and use them on a regular basis.
Consumers will not incorporate a PHR into their lives unless doing so provides them with helpful
information and features, and easily enables them to get their health care needs met. This section of
the review examines the value of PHRs from the consumer’s perspective. It begins by examining
consumer attitudes towards PHRs, and continues by looking at how consumers can use PHRs.
Finally, this section provides possible strategies for raising consumers’ awareness of PHRs, explores
the concepts of PHR utility and usability, and examines consumers’ perceptions of how well existing
PHRs meet their needs.

GENERAL CONSUMER ATTITUDES

ABOUT AND

USAGE

OF

PHRS

While recent research on public attitudes and beliefs about PHRs suggests interest in their potential,
few statistics on their actual usage are available, and PHRs have not yet caught on with many
patients. 53 In a recent Harris Interactive survey, 54 approximately two in five respondents indicated
that they maintained personal health information, but most said they were keeping these records in
paper form.
Although some commercial vendors and health plans track the number of users registered for their
own products, to date there is no comprehensive source of information on how many people total
in the U.S. are using any type of PHR. It is believed that only a small proportion of the population
has ever used a PHR, and that adoption of commercially available PHRs by consumers has been
negligible. 55 A survey conducted by Aetna in 2007 found that an estimated four percent of the U.S.
population uses some form of electronic PHR. 56 Another survey conducted in 2006 found that 17
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percent of the adult consumer population has used a paper- or electronic-based PHR. 57 An
estimated two percent of adult consumers in this survey have used PHRs to create and maintain
their own records. 58
A survey conducted in 2007 by the Foundation for Accountability (FACCT) as part of the Markle
Foundation’s Connecting for Health Collaborative found that nearly three-fourths of respondents
would be willing to routinely use one or more features of PHRs. The function they most frequently
said they desired was the ability to communicate by email with their physicians. 59 About two-thirds
reported they would use PHRs to track immunizations, identify errors in their medical records,
transmit information between providers, and store and track medical test results. Interest in using
PHRs was highest among respondents who had chronic medical conditions or were caring for those
with chronic conditions, and thus were heavy users of health care services.
Carmella Boccino, Executive Vice President for Clinical Affairs and Strategic Planning at the
America’s Health Insurance Plans (AHIP) estimates that 70 million insured people have access to
PHRs through their health plan or insurer. 60 Among consumers who are offered PHRs through
their health plans, it is believed that 15 to 20 percent will sign up. 61 A 2006 survey sponsored by the
Blue Cross Blue Shield Association suggested respondents prefer an insurer-sponsored PHR to one
provided by the government or a third-party vendor. 62 IBM, Pepsi, Dell, and other employers offer
PHRs to their employees through health plans or third-party vendors. They advertise the use of
firewalls to address issues of distrust. A number of health plans and employers provide, or are
considering providing, financial incentives (e.g., reduced premiums) to employees who access the
PHR. 63
Consumers appear to be very concerned about the security and confidentiality of information
contained in PHRs. According to David Lansky, Senior Director of the Health Program at the
Markle Foundation, almost all (91 percent) consumers they surveyed in 2003 said that confidentiality
of information in a PHR would be “very important” to them. 64 Yet most also said the convenience
of being able to access their health information would outweigh their concerns. 65
Research findings suggest that consumers’ concerns about privacy vary by the PHR sponsor. One
survey found that electronic PHRs sponsored by primary care providers were more acceptable to
consumers than electronic PHRs sponsored by an employer or pharmaceutical company. They
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preferred detached, paper- or PC software-based PHRs to employer or pharmaceutical PHRs. 66 A
2006 survey conducted for the Markle Foundation found that 74 percent of respondents were ‘very
concerned’ or ‘somewhat concerned’ about their employers gaining access to the information and 79
percent of respondents were ‘very concerned’ or ‘somewhat concerned’ that their insurance
company would gain access to sensitive health data. 67 Another survey found that 79 percent of
respondents were ‘very concerned’ or ‘somewhat concerned’ that their insurance company would
gain access to sensitive health data. 68

HOW DO PHRS BENEFIT CONSUMERS?
Many of the same factors that impede consumers’ adoption and usage of PHRs can be seen as
reasons why consumers can benefit from these tools. Individuals with chronic illnesses or
disabilities, cognitive impairments, and low reading and health literacy skills may need significant
support and guidance to access PHRs. Yet preliminary evidence indicates that, even in these ‘special
needs’ populations, PHRs may help consumers keep better track of their own healthcare and
communicate more effectively with health care providers. PHRs can also allow consumers to
monitor their own observations, such as those captured in the course of everyday living (e.g.,
exercise, nutritional habits, or relief of pain obtained through medication).
Consumers have reported improvements in their ability to self-manage their healthcare as a result of
using PHRs. A survey by Keseleman et al (2007) found that 76% of patients reported that viewing
health information in their PHR led them to make better decisions that subsequently affected their
care: 42% requested specific care and 37% changed their self-care. 69 As consumers kept better track
of their own healthcare, they were better able to inform their doctors at visits, and many reported
improvement in relationships with physicians as a result. 70 Over time, patients reported their selfmanagement behavior improved and they became more interested in taking a proactive role in their
own care. 71
PHRs may help consumers to have more productive interactions with their physicians by helping
them keep track of topics for discussion. A Harris Interactive study found that 60% of patients 18
years and older could not recall all of the questions they meant to ask their providers during their
visits. 72

In another study, consumers reported through qualitative focus groups that they tried to

keep records of their own healthcare at home as they have trouble remembering things. 73 A PHR
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eliminates the need to rely on patients’ recall ability when it comes to healthcare, and consumers in
this study reported this was a huge benefit.

The Needs of Chronically Ill or Disabled Populations
The Markle Foundation’s 2003 online survey of the Connecting for Health project found that
people with chronic illnesses and those caring for the elderly reported the greatest need and most
urgent interest in PHRs. 74 Although the literature in this area is preliminary, improvements have
been observed in the management of care for various chronically ill populations and consumers with
chronic conditions trying PHRs have responded enthusiastically. A 2002 study of the Whatcom
Pursuing Perfection Project by RWJF found that chronically ill patients sometimes encouraged
friends and family to participate in managing their PHR. 75 Another study found that patients who
interacted with their providers online reported that mode of communication to be efficient for
disease management. 76
Often, problems occur when chronically ill patients do not properly adhere to their health care
regimens at home. The SharedCare Plan PHR, which is currently being used by Whatcom County’s
Regional Health Information, contains a function that sends a message to a caregiver’s cell phone or
computer to remind them to administer medication at a certain time each day. It can provide
reminders about prescription refills as well. 77

Such reminder features could help chronic care

patients better adhere to their regimens, and even help reduce the number of visits to the hospital or
prevent regenerating disease as a result of missed doses.
Diabetic patients have reported improvements in health as a result of using PHRs to better manage
their own healthcare. In one example, a patient using the Kaiser Permanente’s PHR HealthConnect
reported keeping better track of his diet through a function that allowed him to record his daily food
intake. This enabled him to compile a diet history, and he was successful in achieving needed weight
loss. 78
Lind et al. (2007) explored using digital pen diaries (e.g., electronic journals) to impact palliative
home care cancer patients’ pain assessment. Patients were given digital pen diaries in which they
recorded momentary pain intensity and number of extra pain analgesics consumed three times per
day. Patients reported greater involvement in their own care, and increased contact with their
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caregivers, which led to a feeling of increased security in the safety and quality of their health care
delivery. 79
Providers also responded quickly to digital entries involving any medical changes, and this high level
of involvement in their care led patients to feel they are receiving an enhanced quality of care. 80
Integrating a PDA with moment-to-moment assessment capability into PHRs for this type of
chronic care could be an area for future research. Breast cancer patients have also experienced
progress in self-management of care through PHRs. One study gave breast cancer patients access to
an internet-based system designed to streamline the search process for clinical trails; they reported
this was helpful in guiding them towards appropriate treatment. 81
PHRs have the potential to improve the health care transitioning process from pediatric to adult
health care. This may be particularly beneficial for chronically ill children who continue into
adulthood with disorders such as spina bifida, cystic fibrosis, congenital heart disease, or cancer.
One study examined electronic PHR use in adolescents with spina bifida, a congenital malformation
resulting in physical and learning disability. In one focus group study, Carsten et al. (2007) found
that parents (particularly mothers) tended to control their child’s (the patient’s) health care
information. Parents reported a specific gap in standard medical record forms. They do not offer
enough space to hold complete information for their children with spina bifida, therefore, many of
these parents maintain their own form of paper records of their children’s health care as a result. 82
Carsten et al (2007) also found that parents in the study reported a desire for a central medical
record, either electronic or paper-based, that would contain all of their children’s health information,
supporting the continuity of their children’s care through the information sharing of their care
involving many different providers and institutions. 83

Since these children have difficulty

understanding their health care records or remembering care issues, a PHR could help these children
and their designated caregivers keep track of their own health care as they transition to adulthood.

The Needs of Cognitively Impaired Patients
Many patients over the age of 65 have problems with cognitive function. Memory impairment
affects roughly 11% of women and 15% of men in this age group. 84 Serious symptoms of mental
illness are also found in 2% of women and 3% of men over 65 years of age. 85 Yet Laurikas et al.
(2007) found that patients with mild to moderate dementia were capable of handling basic electronic
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equipment and patients reported having more confidence and an enhanced positive effect from
using Information and Communications Technology (ICT)-based solutions aimed at compensating
for disabilities affecting memory or daily activities 86 . Global positioning systems (GPSs) and medical
monitoring devices such as blood pressure monitors resulted in increased feelings of safety and
reduced anxiety for those with dementia.
Kim et al. (2005) developed a web-based, patient-centric PHR entitled ‘The Personal Health
Information Management System’ (PHIMS), and tested it in a group of low-income, elderly and
disabled individuals in the Everett Housing Authority in Everett, Washington. Since individuals
who share the characteristics of the targeted population for this study tend to be less adoptive of
computer and Internet technologies, the researchers provided a community-based resource sharing
and support center with public access to computers with nursing students available to assist them
with computers. 87
To assist elderly users with slow motor-vision synchronization, the researchers adapted the system
response times to accommodate delays and extended reaction times. Final results indicated that
92% of the participating residents were satisfied with the system in general. 88

RAISING CONSUMERS’ AWARENESS

OF

PHRS

Before consumers accept and use PHRs on a widespread basis, they must be made aware of their
availability and advantages, and they must be taught how to use. Several local education and
marketing campaigns have sought to encourage community residents who have chronic health
conditions and/ or other health needs to adopt PHR usage. While these efforts have not been
empirically evaluated, the initial lessons learned may offer insight into how similar strategies could be
applied to larger-scale initiatives to inform consumers about PHRs.
Whatcom County has presented its PHR as a community resource, which it promotes through
channels such as support groups for chronically ill persons; mailings to hospitals, pharmacies,
emergency service providers; and outreach to other existing community programs (e.g., senior,
parish and nursing programs). The Veterans Health Administration (VHA) has worked to obtain
buy-in for its PHR, My HealtheVet, from the local health care facilities, American Foreign Legion
clubs, and VHA health fairs. VHA has found that physicians are enthusiastic and effective in
promoting PHR use to their patients with clinical and support staff being supplied with printed
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educational materials for patient distribution. VHA pharmacy staff members have also been
champions of My HealtheVet and their mail order prescription division is placing information about
My HealtheVet on each patient’s prescription bottles.
State, regional, and national efforts to market PHRs help to raise awareness of their value. Social
marketing campaigns could be used to increase consumers’ awareness of the advantages of taking an
active role in their health care. These efforts could include information on the advantages of PHRs,
their availability, and how they work. The American Health Information Management Association
(AHIMA) has initiated a state-level campaign, called the Community Education Campaign for
PHRs, which enlists members to coordinate community education efforts or make community
presentations. 89 Many of its members have enlisted to volunteer.

PHR UTILITY

AND

BENEFITS

Utility in this project is defined as the quality or condition of being useful. 90 It refers to the
functionality of the PHR’s design: does it do what users need it to do? The benefits of PHRs that
are often cited by the health care community include: enhanced self-management; better
communication between consumers and providers; improved medical safety (e.g., provider access to
health information in emergency situations; medication error checks); and increased medical practice
efficiencies (e.g., registration summaries, reduced duplicative lab tests, faster transmission of relevant
clinical data).
This review found that consumers detect additional utilities as well. 91 PHRs facilitate the speed and
quality of consumers’ interactions with health care providers and facilitate access to health care
information. Secure electronic communications with providers are considered more convenient and
efficient than calling the provider and waiting for a return call. Similarly, PHRs can provide
consumers with timely, convenient access to their test results in a secure setting at all hours of the
day. These characteristics of PHRs have the potential to empower consumers to take a more active
role in their health care.

Measuring Utility
No standard measures of PHR utility have been developed. 92 Nonetheless, NORC’s discussions
with PHR experts indicate that PHR sponsors currently seek to assess the usefulness of PHRs, both
systematically and by gathering anecdotal evidence. One measure of utility is the number of
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consumers who use and continue to use their PHR. Some health plans, employers, and vendors
have found that registration for the use of PHRs met or exceeded their expectations, implying that
consumers viewed the PHRs as useful. Repeated or regular use of PHRs is another key measure of
usefulness. Even a one-time visit to the PHR may signify usefulness, although for many consumers,
entering the data routinely and consistently, and printing it for future use (such as sharing with
providers) serves a greater purpose. 93
In Whatcom County, Washington, the SharedCare Plan tracks monthly usage by patients, health care
professionals, and care team members. The total monthly logins and specific usages are tracked
with the information being plotted, graphed, and distributed to its staff. Staff then analyze this
information and incorporate the findings into its program and marketing strategies. Exhibit 4
illustrates usage of Shared Care Plan’s PHR during the month of November 2007.
E XHIBIT 4

U SAGE OF S HARE C ARE P LAN ’ S P HR DURING THE M ONTH OF
N OVEMBER , 2007
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The number of times certain data elements or functions are accessed is also a measure of utility. For
example, Kaiser Permanente tracks the number of secure messages sent to and from members and
providers, the number of times lab results were accessed, and the number of appointments made
over the phone. It believes these numbers are a general indication of which functions are most
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utilized and, thus, most useful to members. However, these measures may not always be valid
indicators of usefulness. In the case of infrequently accessed immunization records, for example,
Kaiser Permanente believes that this does not necessarily indicate they are not useful; instead, it may
be an example of information that is valuable but only occasionally needed.
Future assessments of PHR utility will hopefully have data available to assess effectiveness and
efficacy. These data may illuminate the impact of PHRs impact on clinical, financial, and quality of
life outcomes, and other valued objectives. Questions to be addressed regarding the effectiveness
and efficacy of PHRs may include:


Do PHR data elements, features and functions, and tools like decision support improve
consumers’ decision-making ability; consumers’ health; and consumers’ satisfaction with the
health care system?



Do PHRs increase the efficiency (cost and access) of the health care system for consumers,
health care providers, or other stakeholders?



Do PHRs increase consumers’ compliance with drug regimens and preventive health care
recommendations?

CONSUMER PERCEPTIONS

OF

PHR UTILITY

Although there is a low level of public awareness about PHRs, surveys have found consumer
interest in using PHRs once the concept was explained. For example, a 2004 poll found two in five
adults keep personal or family health records in either paper (e.g., paper folders with benefit
statements) or electronic form. Among those who do not keep either paper or electronic records, 84
percent thought it was a good idea to do so. 94 Nearly 70 percent of respondents in a 2005 Markle
Foundation survey said they would use an online PHR to check for
mistakes in their medical records and to check and refill prescriptions.95
About one-half of participants in a 2006 Markle survey said they would
use a PHR to email physicians and retrieve test results over the
internet, and 58 percent said they would use PHRs to send secure,
private email communications to their physicians. 96

Widespread adoption and use of
PHRs will not occur unless they
provide perceptible value to users and
are easy to learn and easy to use and
have associated costs (both financial
and effort) that are easily justified
related to the PHR’s perceived value.

Paul Tang

Existing evidence suggests consumers who understand the functions a PHR offers generally accept
them and would use them for a variety of tasks (e.g., to check their records for mistakes, refill
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prescriptions, and communicate with providers). 97 Assessments of several existing PHRs have
shown high overall levels of satisfaction. 98 For example, one study was conducted by the Palo Alto
Medical Foundation (PAMF), which has been operating an EHR-PHR integrated system since 2002.
PAMF solicited qualitative feedback from PHR users and found almost all (92 percent in 2005) of
their users were satisfied with the services offered. 99 Staff affiliated with Kaiser Permanente’s
HealthConnect, VHA’s My HealtheVet, LifeLedger (a PHR targeted to adult children and other
caregivers of the aged), and Whatcom County’s SharedCare Plan, all have found consumers’
feedback to be very positive. 100
Consumer acceptance of PHRs appears to vary by both population subgroup and PHR platform
(e.g., paper, personal computers, internet, and portable devices) used. Consumers who have higher
levels of health or financial risk (e.g., individuals with chronic conditions, recent illnesses, higher
deductibles, and health savings accounts) may value PHRs more than those who are not in these
circumstances, as they have more to gain from their use. Two research studies, however, found no
statistical evidence that chronic illness leads to increased desire for use of a PHR. 101
A Wall Street Journal/Harris 2004 consumer poll found that, among consumers in general, there
was no clear preference for a PHR platform. Many preferred the smart card (a pocket-sized card
with embedded integrated circuits which can process information) (28 percent), but other choices
ranked close behind, including a PHR on a home computer (non-internet based) (27 percent);
paper-based PHRs (24 percent); and internet-based records (20 percent). 102 Older persons and those
from underserved communities were less comfortable using an online PHR than younger persons.
One-half of those aged 65 and older said they prefer paper-based PHRs, compared with only one in
five of those under age 65. Conversely, younger respondents were more likely to prefer web-based
records (30 percent of those under age 65, versus 10 percent of those aged 65 and older). 103 While
elderly populations may not prefer online PHRs, they may be open to using them.

Consumer Views on the Utility of PHR Data Elements and Features
Kaiser Permanente’s Jan Oldenburg suggests that PHR features that are interactive, or provide
added convenience, are most often used by consumers. According to Oldenburg, consumers
appreciate having access to test results and secure messaging with providers, as well as the ability to
order medications electronically, or to make appointments. Kaiser Permanente also found
consumers’ PHR use increase when the PHR helped them resolve an issue on their own.
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Due to the lack of rigorous data on consumer perceptions of
PHRs, existing PHRs have largely been designed based on the
priorities of the health care industry, which may differ from those
of consumers.

For example, while health care professionals

emphasize the benefits of communication with providers,
consumers may place higher value on using PHRs as a way to gain

User-centered design usually focuses on a
product’s primary user. In contrast,
PHR design to date has focused almost
exclusively on the perspectives of others,
such as providers and payers.
Margarita Rodriguez and Patti
Brennan

independence from providers― to become more aware of their
medical conditions, and better able to take independent action. 110

Consumers may be more

interested in PHRs as tools to facilitate a more fulfilling and convenient health care experience,
rather than to improve quality of care. 111
User-centered design is a well-established process that has been widely adopted by many
organizations to deliver products that meet consumers’ needs. 112 User-centered design seeks to align
the conceptualization and design of PHRs with consumers’ needs through a structured product
development methodology. This process involves users throughout all stages of website
development. 113 User-centered design begins with a user needs assessment that aims to understand
consumers’ environments and workflows and how PHRs might integrate with their daily lives. 114
The needs assessment may utilize a variety of techniques, including field-based user observation,
paper prototypes, electronic prototypes, scenario boards, storyboards (a series of simple pictures to
show the sequence for completing a task), discussions, and focus groups.
Intuit uses a process called ‘consumer driven invention’ to learn about consumers’ needs. The
process is geared to find problems that are important to consumers today, and use this information
to determine how to best solve the problem. Intuit’s approach is to:


Deeply understand people’s current pain points;



Watch people and build tools that work the way people work;



Create solutions that help them make better decisions and feel more confident;



Focus on the prospect and include non-customer behavior to learn of consumers’ needs. 115

Intuit begins its user-centered design efforts with what it calls, ‘follow-me-home observations’ in
which researchers actually follow people home and watch them use the PHR in their own
environment. They talk minimally to the consumer simply relying on observation. They also
conduct town hall meetings, standard usability testing, user focus groups for observation, user
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forums for discussions, and surveys. In ranking the value of the data sources, Intuit’s principles are:
trust follow-me-home observations more than usability tests; trust the customers’ words more than
preconceived notions; trust ‘verbatims’ more than survey research; and observe the actions behind
the words. Intuit also performs a quantitative analysis of its qualitative data (by coding its qualitative
information) to verify its preliminary findings.
As Intuit and others have found, not all consumers desire a PHR to manage their healthcare. (Intuit
found that only 41 percent of those surveyed wants a tool to do so.) 116 Consumers’ views stem
partly from their experience with the health care system, which has a history of putting the health
care provider in charge of a consumer’s care, rather than having the consumer play a major role in
managing his/her own care. 117 Consumers may not understand how their medical records are
recorded and stored. Many incorrectly believe that their physician has a complete record of their
care and many also incorrectly believe that this record is stored electronically. 118 Additionally, many
consumers do not understand the importance of a complete and accurate medical record for
obtaining high quality medical care.
As important as it is to uncover and align with consumers’ needs, there may be limitations to usercentered design approach. First, consumers may not be clear about or fully understand what PHR
features they want or would use, particularly for a tool that they are unfamiliar with. They may have
difficulty envisioning a tool that leverages technologies they have never seen or used. (For example,
30 years ago, people would have had difficulty imagining how a computer mouse could be useful.)
According to Patricia Flatley Brennan, RN, PhD, FAAN, Director of Project Health Design,
consumers may not be able to conceptualize how PHRs should be designed for the future. This
creates an inherent tension between user-centered design and innovation. Whereas user-centered
design responds to users today, Brennan believes that PHRs should be conceptualized and
developed for 2012. 119
Despite the difficulties of user-centered design for PHRs and other products, there are techniques
and lessons that developers have learned that can help identify problems that consumers face and
uncover solutions to these problems.

George Olsen, in his 2006 article titled, ‘Designing

Breakthrough Products: Going Where No User Has Gone Before’, advocates the following steps: 120


Look for real problems that consumers don’t realize they need to solve;
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Help users visualize solutions (mockups and prototypes help consumers understand product
concepts);



Recognize that consumers may not comprehend a product concept immediately;



Ask how consumers might use a product (rather than asking whether they would use a
product);

He argues that it is important to give consumers something familiar to ‘hang their hats on’, and that
designers should consider downplaying the truly breakthrough aspects of the product, especially if
they are hard for consumers to understand.
Medical product developers have successfully used scenario boards to assess and validate whether a
product is useful to consumers. Scenario boards consist of a series of paper or electronic-based
sketches that loosely depict how the new product integrates into the consumers’ workflow and
environment. 121 The product is loosely sketched, purposely focusing on the product’s process,
rather than its form or features. The scenario board helps users to envision and point out how the
product may fit into or interfere with other important activities and products. It helps users to offer
feedback for how a PHR might be modified to enhance its use within the home, at work, or while
exercising.

PHR USABILITY
When deciding whether or not to use a PHR, consumers balance its expected utility with its actual
ease of use—or usability. It matters little that something is easy to use if it is not what you want.
Similarly, a PHR would offer little value if the system can hypothetically do what you want, but you
can’t make it happen because the user interface is too cumbersome or difficult to navigate (e.g., too
many mouse clicks moving from screen-to-screen or irrelevant but required data-entry fields). 122
This section defines the term ‘usability’ presents general principles and methods to enhance usability,
and reviews what is known about PHR usability from the perspective of consumers. This section
emphasizes a user-centered design approach. Although there is some overlap in the techniques for
assessing the utility and usability of a product, this section focuses on user-centered design process
after it is determined that the PHR offers utility to consumers.
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Definition of Usability
Usability is a quality attribute that refers to how well users can learn and use a product to achieve
their goals and how satisfied they are with that process. The term usability also refers to methods for
improving ease-of-use during the design process. 123

Hess and Shneiderman recommend that

usability research be conducted from the user’s perspective.

They maintain, however, that

proposing and asking the right questions is difficult.
Historically, computer developers have been tempted to ask, ‘What can the computer do?’ New
advances in health IT are prompting developers to ask, ‘What can people do?’ To be effective, health
IT research should combine best evidence from user sciences (human factors engineering, humancomputer interaction, psychology, and usability) with best evidence in medicine. 124
Each of the usability components below involves the extent and success to which a user can
perform tasks at all levels of complexity. When viewed together, the following five components lead
to an assessment of consumers’ overall user experience: 125
1. Learnability: How easy is it for users to accomplish basic tasks the first time they encounter
the design?
2. Efficiency: Once users have learned the design, how quickly can they perform tasks?
3. Memorability: When users return to the design after a period of not using it, how easily can
they reestablish proficiency?
4. Errors: How many errors do users make, how severe are these errors, and how easily can they
recover from the errors?
5. Satisfaction: How pleasant is it to use the design?

General Principles and Methods to Enhance Usability
To maximize usability, PHRs must accommodate the needs and characteristics of a range of
potential users, follow usability guidelines and checklists for their design, iteratively test and revise
the PHR, and monitor usage and usability of the PHR after its release. An important goal of PHRs
is to extend the reach of PHRs to diverse beneficiaries in an equitable fashion.
The University of Wisconsin’s Comprehensive Health Education Support System (CHESS) used
formative usability testing to help ensure that CHESS is equally accessible to a broad range of users.
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CHESS is a computer-based system designed to support women with breast cancer. Usability
testing and principles were used throughout CHESS’ design.

A study demonstrated that

underserved women with breast cancer successfully used CHESS as much if not more than their
more advantaged counterparts. In addition, access to CHESS was correlated with quality of life
improvement and greater participation in the health care system. 126

Usability testing was also

examined in a study of the differential effects of online narrative and didactic information on
participants by race. This study found that African Americans use and benefit more from online
narrative and didactic information than do Caucasians. 127
Usability guidelines specific to PHRs have not yet been developed. Until such guidelines are
developed, basic usability theory and guidelines (often called checklists) can be applied to PHRs.
Gary Marchionini believes that once developed, generic PHR guidelines look like basic web usability
guidelines (Marchionini himself utilized the National Cancer Institute’s usability guidelines for his
own PHR usability studies.) Web usability guidelines have also been written for aged, disabled, and
limited literacy populations. 128 These guidelines generally advise that the reading level, content, and
format of the IT be designed to be accessible to all potential users. A sample of recommended
guidelines suggests the following: 129


Plain and clear language



Placement of the most important content at the top of the page



12 or 14 point type size for body text



Left justification of text (no right justification)



Simple and straightforward organization of website



Avoidance of the need for scrolling text

The VHA’s PHR, ‘My HealtheVet’ follows general usability and Federal Section 508 accessibility
guidelines for persons with disabilities. According to VHA staff, ‘My HealtheVet’ was designed for
the ‘lowest common denominator’ as it serves a wide variety of veterans—young, old, and highly
and less highly educated.

Iterative Usability Testing and Revision
User-centered design and usability theory and guidelines recommend that the product (the PHR) be
tested again and again throughout the design process, and that prospective users be included in the
testing. Usability testing has a number of possible goals and purposes. One of the most important
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is to discover major problems in the user interface that could result in human error, termination of
the interaction, and lead to frustration on the part of the user. 130 Other goals might be to reduce
training time, promote performance and efficiency, and increase user satisfaction. 131
The testing by prospective users should address the following questions:


Is the application easy to use and navigate?



Is the content appropriate, acceptable, and applicable?



Do participants want and choose to use the application?

Usability testing employs representative users who try to do typical tasks with the product, while
observers, including the development staff, watch, listen and take notes. Testing may take place in
the home or in a testing facility with a two-way mirror or similar observation techniques. Home
testing provides the design team with information on the capability of the users’ computer hardware,
as well as the ease of use of the program’s features. During the software design stage, successive
and iterative rounds of testing by the design team and potential users should continue. Testing and
revision should continue until there is little to be learned from additional testing.
After adequate usability testing, alpha and beta tests should be conducted to assess whether the PHR
works effectively in a ‘real world’ scenario. Then, major modules or features should be released in
phases. This ‘phase in’ allows the PHR vendor or sponsor to isolate problems and correct for them.
Whatcom County staff developed and tested its PHR using user-centered design principles, but
found that it needed to engage providers in this process and incorporate their needs and workflow
as well.

Ongoing Monitoring of PHR Usability
The usability of a PHR should continue to be monitored after the large-scale release. A number of
monitoring techniques can be used:


Monitor help desk questions, as these questions highlight problems that users experience



Conduct satisfaction surveys (online or at a provider’s office) to assess user satisfaction and
dissatisfaction with the overall PHR and its specific functions



Monitor the number of users and the functions they employ



Assess the questions and comments emailed to the webmaster



Administer follow-on usability tests (as consumers’ expectations may change)
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Conduct user research (observing consumers) to assess how the product is used (especially
before the product’s second release)

NORC’s discussions with Kaiser Permanente, VHA, Intuit, LifeLedger and Whatcom County staff
indicated that they have found these approaches to be effective for uncovering barriers to usability.

CURRENT KNOWLEDGE

ABOUT

PHR USABILITY

In a 2007 report entitled ‘Evidence Base for Personal Health Record
Usability’, Gary Marchionini et al. stated that the number of empirical
studies on PHR usability has been small. Their extensive literature
review of 52 studies found only eight that focused on patients as users,

Current best practices call for
spending about 10% of a design
project's budget on usability. On
average, this will more than double
a website's desired quality metrics

and slightly less than double its
intranet's quality metrics.

Jakob Nielsen

while 44 focused on health care professionals. Marchionini believes,
however, that the number of published studies may not be representative of the actual number of
usability studies conducted. Large vendors—Microsoft (HealthVault) and Google (Google Health),
for example—employ usability testing, but their results are usually proprietary, and vendors of all
sizes have little incentive to publish their findings in academic journals. 132
During the development of different PHR applications, the extent to which consumers have been
engaged in usability testing has been limited, largely because of pressure for vendors to put their
product on the market quickly and to manage the process within a limited budget. Many health IT
developers believe it will cost them more to incorporate consumer-centric usability design into their
product development. To the contrary, this type of usability testing is expected to substantially
increase consumer traffic (e.g., website visitors) and user performance, providing substantial returns
to the cost of usability testing. 133
Conversely, health IT projects that forgo or de-emphasize usability testing early in the development
process should expect lower usability. The usability rule, ‘test early; test often’ should be followed,
as the cost of revising the IT after its release will be considerably more than if usability testing had
been done during its initial development. 134 A revised product is a burden for consumers to relearn
and those who tried the first version may be difficult to lure back.
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Usability Testing Methodologies: Findings from Expert Discussions
NORC’s discussions found several organizations going to considerable efforts to ensure the usability
of their PHRs. These include two large health systems, the Veterans Health Administration and
Kaiser Permanente, the software developer, Intuit (maker of Quicken Health and Quicken Medical
Expense Manager), and Whatcom County Washington State PHR system.

All four of these

organizations consider the consumer-centric usability testing of their PHR to be integral to their
development protocol.

VHA, My HealtheVet
Usability testing of the VHA’s My HealtheVet includes full-functioning mock-ups early in the design
process; one-on-one and small group testing in the laboratory (e.g., monitoring key strokes and eye
movement); and other descriptive tests (users provide their thoughts with their actions tracked as
they use the PHR). After the initial version is considered satisfactory, alpha and beta tests are
conducted at pilot sites before its large-scale release. Web metrics are then used to monitor website
usage.

Additional functions are developed, tested, and released one-at-a-time.

Although its

guidelines and features are not geared specifically to older users, the VHA had made
accommodations for older users. For example, it allots more time before the system ‘times out’
because older users generally require more time to complete a task.

Kaiser Permanente, HealthConnect
Kaiser Permanente has a key testing unit, which brings in small groups of users that undergo testing
in a single day. It found it most effective to do in-depth testing with small numbers. These users are
assigned tasks, filmed, and their keystrokes recorded. After this information is analyzed, the IT staff
makes the necessary changes and then test again. Kaiser Permanente had initially released a version
of HealthConnect that offered members the ability to make notes in their records. However, it
discontinued this feature because one-in-four users did not understand that their doctor does not see
the notes entered on their record and, therefore, no longer valued its use.

Intuit, Quicken Health
After it has completed user-centered design efforts, Intuit presents a low-resolution prototype to 1015 consumers. Once this feedback has been obtained, the information is incorporated into the
design of a higher resolution prototype, with the product and features drawn in more detail. Only
after this is done do they begin feature-by-feature detailed usability tests. As of the winter of 2008,
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Quicken Health was being tested at a beta site, in order to assess its end-to-end elements. Its
usability test approach was also used to develop Quicken and Turbo Tax. When asked what insights
a focus group might offer, Intuit representatives said that focus groups were helpful for
understanding consumers’ needs, and the extent to which a solution is desired.
Intuit has found that there are two segments of the population most interested in a health expense
management application 3 : 1) healthy young families who make a lot of transactions online; and 2)
recently retired persons with large medical expenses. They have done extensive testing with 50-64
year olds and have found them very engaged in these application concepts. This population receives
a considerable number of medical bills and has little confidence paying their bills.

Whatcom County, SharedCare Plan
Whatcom County employed a user-centered design specialist who interviewed consumers to
determine what information they wanted to track and how they would use this information. They
interviewed consumers over age 50 with diabetes or congestive heart failure.

Whatcom then

designed a paper prototype (in Microsoft Word) and discussed the prototype with consumers, their
family members, and health professionals. Changes were made to the prototype based on this
feedback. After numerous iterations, the electronic screen-versions were designed in detail.
The PHR was developed in sections.

Demographics, ‘about me’, diagnosis, medications, and

allergies were the core pages. The medications from the hospital systems, electronic prescribing, and
the advanced directives page were built later. At the request of consumers, a family history page was
added, and refinements were made to the patient-controlled privacy capabilities. Online registration
was then designed and tested. Whatcom County found that consumers prefer that the names of
medications be written in English only (no Latin abbreviations). Consumers also requested that
both the generic and brand-names names be displayed (to prevent consumers from unintentionally
taking a double dose of their medications).

SUMMARY: CONSUMERS

AND

PHRS

Although consumers have a tremendous need for support in taking a more active role in their
healthcare, many remain unaware of the potential for PHRs to help them in this area. It is clear that

3

A health expense management application can help consumers assess and manage healthcare expenditures (e.g., paying
bills) and assist with future healthcare decision-making (e.g., choice of a health plan).

P AGE 56

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

community, state, and national marketing and education efforts are needed to increase consumers’
awareness of the availability and value of PHRs.
PHRs must be developed with consumers’ needs in mind from the beginning, with consumers’
perspectives being incorporated into what attributes a PHR should have. A user-centered approach
to PHR development will help to create PHRs that are valuable and easy to use for the consumer.
Various techniques can be used to discover consumers’ needs and preferences, such as conducting
field-based user-observations, using paper and electronic prototypes, preparing scenario and story
boards, and holding discussion and focus groups.
Once consumers’ needs and preferences have been identified, usability guidelines and feature-byfeature testing can ensure that the PHR is designed to be as useful and easy to use as possible.
Tremendous strides have been made in improving the design and functionality of PHRs. As
consumers become increasingly interested in taking charge of their health care decisions, and as the
health care and health IT industries develop the ability to produce comprehensive, portable, and
lifelong consumer records, the information and functionality that PHRs can provide will become
increasingly valuable to consumers. Currently we do not know what the PHR of the future will look
like, but it is clear that the focus of the work and the quality of research that is being done today will
have significant impact on the PHRs of the near and distant future.
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CHAPTER 6:
STANDARDS FOR
PERSONAL HEALTH RECORDS
Standards for PHRs are a set of rules that ensure that personal health information can be easily
stored, accessed, shared, exchanged, and understood by health care providers, payers, regulators, and
consumers. 135

Standards have been recognized as the ‘key to realizing the value of PHR

technology.’ 136 They not only enforce a common language and architecture for storing and
displaying health information, but they also provide the framework for health information exchange.
While a number of standards for PHRs are currently available or under development, there are also
notable gaps in the PHR standards development space.
The goals of this chapter are three-fold: (1) to describe the current standards for PHRs with respect
to interoperability, security, privacy, and portability; (2) to highlight the gaps in standards
development activities; and (3) to identify the challenges and issues associated with developing and
implementing standards for PHRs.
We begin by providing an overview of the standards development community, identifying the
stakeholders in PHR standards development, and discussing the current methods used to develop
standards. Then, we provide a discussion of the key PHR standards with respect to interoperability,
security, privacy, and portability. For each of the four standards categories, we describe the current
standards available, identify gaps, and discuss relevant issues and/or challenges with respect to
implementing the standards. We move on to discuss other gaps in standards development, highlight
areas of overlap in the current standards development arena, and review relevant international
standards development efforts. Finally, we close the chapter with our concluding thoughts, list of
best practices, and recommendations for moving forward.

THE STANDARDS DEVELOPMENT COMMUNITY
Standards development activities involve a number of stakeholders that represent the interests of the
consumer, government, regulators, vendors, consultants, providers, informaticists, and other public
and private stakeholders. The standards development community is tasked with addressing complex
technical and implementation challenges, and also balancing a host of other policy, medical, and
ethical considerations. This section provides a high-level introduction to the key players in the

P AGE 58

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

standards development community, and other leading organizations in the PHR space. Exhibit 5
provides an overview of the major entities involved in standards development for PHRs. A brief
description of key players and their respective roles are provided below.
E XHIBIT 5



K EY P LAYERS IN PHR S TANDARDS D EVELOPMENT

Federal and State Agencies. The federal government has played a key role in standards
development for EHRs and has more recently focused attention on PHRs. The U.S.
Department of Health and Human Services (DHHS) established the National Health
Information Coordinator position in the Office of the National Coordinator (ONC) to
facilitate the development of standards-based electronic health records. Within the ONC,
the Office of Interoperability and Standards (OIS) coordinates with other DHHS offices to
foster the use of standards and certified technology, and advance the development,
adoption, and use of health IT standards nationally. 137 The Center for Medicare and
Medicaid Services (CMS) is also currently engaged in testing the feasibility of utilizing
personal health records for Medicare beneficiaries. The National Committee on Vital and
Health Statistics (NCVHS) created recommendations for PHR standards. 138 Finally, the
American Health Information Community (AHIC), a federally chartered advisory board,
creates recommendations regarding the development and adoption of health IT and delivers
these recommendations to the Secretary of DHHS.
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Certification Organizations. The Certification Health Care Commission of Health
Information Technology (CCHIT) decides whether vendor systems meet standards
accepted by the Secretary of DHHS. Governed by a Board of Commissioners, CCHIT
approves the final certification criteria and oversees a number of work groups that make
recommendations on key issues related to standards. The CCHIT Privacy and Compliance
workgroup has been tasked with PHR certification. Mark Leavitt, MD, MPH, Chair of
CCHIT, announced CCHIT’s plans to certify PHRs by 2009 or 2010. 139



Standards Development Organizations (SDOs). The American National Standards
Institute (ANSI) facilitates the development of standards through an accreditation process.
ANSI-accredited Standards Development Organizations (SDOs) produce clinical data
standards (sometimes called specifications or protocols) for a specific health care domain.
Health care domains include clinical and administrative data, pharmacy, medical devices,
imaging, insurance, etc. Currently, more than 200 ANSI-accredited SDOs exist in different
sectors, including Health Level Seven (HL7), National Electronics Manufacturers
Association, Clinical Data Interchange Standards Consortium, The National Council of
Prescription Drug Programs, World Health Organization, Regenstrief Institute for Health
Care, College of American Pathologists, ASTM International, Centers for Disease Control,
and many others. HL7 developed the PHR-S draft trial standard for usage, and ASTM
created the Continuity Care Record (both will be discussed in greater detail later). ANSI
decides whether the SDO’s standard meets the requirements necessary for accreditation.
The ANSI’s Health Information Technology Standards Panel (HITSP) is a cooperative
partnership between public and private sector stakeholders to achieve a broadly accepted set
of standards that contribute to interoperability and health information exchange, and also to
identify gaps in standards development. The HITSP focuses on breakthrough projects
specifically recommended by the American Health Information Community, a federal
advisory board, as priorities; projects focus on biosurveillance, consumer empowerment,
chronic care, and electronic health records. The International Organization for
Standardization (ISO) is a non-governmental organization that also develops information
technology standards; the ISO is composed of standards development organizations from
157 countries.



Technical Committees and Workgroups. A variety of technical committees and
workgroups exist in the PHR space. SDOs create workgroups within their overarching
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framework to address issues relevant to PHRs and EHRs, and to develop standards. The
American Health Information Community (AHIC)’s Consumer Empowerment (CE)
workgroup is working towards widespread adoption of PHRs over time.


Health Care Providers. Providers have a stake in standards development for PHRs, as
there are many advantages to interoperability between PHRs and EHRs as well as PHRs and
other systems. Standards ensure adequate linkages with the providers’ existing EHRs,
fostering a more seamless exchange of patient information. 140 Standards also provide some
assurance that the products that providers seek to purchase are capable of exchanging
information with other systems. 141



PHR and EHR Vendors. PHR and EHR vendors are involved in the standards
development process. Some collaborate to develop new standards, and others review and
test trial standards. A variety of vendors exist in the EHR and PHR space – each
developing products that vary in terms of architecture, format, features, functions, and
business model. Vendors also serve on workgroups and panels for HITSP and SDOs like
HL7. Vendors have become increasingly interested in acquiring CCHIT certification; the
certification demonstrates their commitment to the overarching goals of enabling
interoperable health information exchange.



Health Plans and Health Care Organizations. Many health plans and employers have
been advocates of the movement toward PHRs. Given that one of the main goals for
health plans and employers is to reduce costs, this stakeholder group generally supports
PHRs. PHRs are designed to involve patients in their healthcare, and may potentially
reduce health care costs indirectly through increased prevention and disease management
activities. 142



Consumers and Consumer Advocates. Consumers are a critical part of the standards
development process. In order for PHRs to be successfully adopted, consumers need to
feel comfortable with the various standards and policies. Consumer advocate groups have
been highly visible in standards development efforts as well, especially with regard to privacy
and security issues. For example, the World Privacy Forum, a nonprofit, non-partisan
public interest research group, explores PHRs and consumer privacy. In February 2008, the
World Privacy Forum issued a consumer advisory about the privacy of PHRs and gaps in
privacy standards for PHRs. 143
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Employers. Employers are beginning to offer PHRs to their employees. Recent research
shows that there is an array of employer-based PHRs in existence, and each offers a variety
of services. 144 A 2007 study of PHR uptake by large national employers concluded that
employers will need to be involved in the PHR standards development process: ‘Employers
need to facilitate and adopt standards for PHRs to enable their development, use, and
interoperability. At a minimum, these standards should address the privacy, confidentiality,
and security of PHRs.’ 145 Given that some types of employers are not considered ‘covered
entities’ under the Health Insurance Portability and Accountability Act of 1996 (HIPAA),
employers may be especially concerned about the development of standards for privacy.



Other Stakeholders. Research organizations, survey groups, information technology firms,
experts in the field, and other stakeholders have been highly involved in standards
development efforts – providing relevant research findings and fostering dialogue that has
helped the industry to assess the needs in the PHR standards space. For example, the
Markle Foundation explores how the use of technologies such as EHRs and PHRs can
address public needs in the areas of health and national security. 146 Markle’s Connecting for
Health provides policy and technical resources focused on networked health information
sharing. 147 The American Health Information Management Association (AHIMA) is a
professional community that works to improve healthcare via the advancement of best
practices and standards for health information management. 148 RWJF and the California
HealthCare Foundation are also supporting new research on PHRs through Project
HealthDesign, a $4.4 million program that will work to stimulate innovation in the
development of PHRs. 149

Methods for Standards Development
The American National Standards Institute (ANSI) facilitates the development of standards from
more than 200 ANSI-accredited standards developing organizations in the United States. The ANSI
Board of Standards Review approves standards as American National Standards if they meet ANSI’s
requirements. The ANSI process for standards development incorporates: stakeholder input and
consensus; expert and public review and feedback; formal voting; and an appeal process. 150
Standards are vetted through a group or ‘consensus body’ that includes a variety of relevant
stakeholders, and then offered up to the public for a review and comment period as draft trial
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standards. After the comment period, feedback from the public as well as from voting members is
incorporated into the draft standard. The appeal process is open to any person who believes that
due process principles were not followed during the ANSI-accreditation process.
The International Organization for Standardization (ISO) uses a process that is similar to ANSI’s
method for standard development. The features of ISO’s process include: creating a work group
composed of experts from various countries to explore the standard; negotiating the details
underlying the standard and gaining feedback from manufacturers, vendors, consumer groups,
laboratories, governments, and other professionals; and an approval process that results in
International Standard acceptance. 151 To be accepted as an International Standard, two-thirds of the
ISO members that were part of the work group must approve the standard, and 75% of all ISO
members that vote must approve the standard. 152

STANDARDS

FOR

PERSONAL HEALTH RECORDS

According to David Lansky, Ph.D., Senior Director of the Health Program at the Markle
Foundation, about seventy to eighty percent of the standards developed for EHRs are relevant to
and potential serviceable for PHRs. However, there are still a number of gaps in the PHR standards
space. This section begins with an overview of the most comprehensive efforts to date focused on
developing a framework for PHR functionality. Then, we address standards for PHRs in four
categories: interoperability, security, privacy, and portability.

The PHR-System (PHR-S) Functional Model
The Health Level Seven (HL7) PHR work group – under the auspices of the HL7 EHR technical
committee – developed a PHR-System functional model (PHR-S). 153 The PHR-S may be the first
effort to define the basic functions for PHRs. 154 The PHR-S is a draft standard for trial use
(DSTU). It provides a common framework for understanding the basic functionality that should be
part of any PHR offered to consumers. The model has between 60 and 70 different functions,
which describe the requisite functions for a PHR. The model is composed of personal health
functions, supportive functions, and information infrastructure functions:


The personal health functions enable the consumer to manage his/her health care
information, including encounters with providers, preventive activities, and historical clinical
data. The functions also enable the consumer to maintain an accurate and up-to-date record
of his/her healthcare.
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The supportive functions address administrative and financial management requirements.
The functions manage provider and facility information, health insurance and benefit
information, legal documents, consents and authorizations, end-of-life documents and
advance directives, and public health related updates.



The information infrastructure functions address privacy and security issues, and
interoperability between PHR systems and between PHR and EHR systems.

As a DSTU, the PHR-S will be released into the industry for up to two years where health care
organizations, vendors, and consumers can use it for various purposes and provide feedback.
Specifically, the trial use period also provides time for PHR vendors to examine what types of
activities they need to engage in to conform to the functional model.

After two years and

appropriate revisions, the model will be balloted for ANSI accreditation. According to Donald
Mon, Ph.D., Vice President of Practice Leadership at the American Health Informatics Association
(AHIMA), the EHR functional model was designed using the same process, and was a draft
standard for trial use for approximately two years before it was balloted.
To date, there is already growing acceptance of the HL7 PHR-S functional model, as payers such as
Blue Cross Blue Shield and Delta Dental are planning to develop a payer-based profile derived from
the PHR-S functional model, and providers such as Kaiser Permanente and the Mayo Clinic are
leading an effort for a provider-based PHR, and one for health record banking.

Project HealthDesign’s Functional Requirements and Common Platform
Components
Project HealthDesign is a $4.4 million project funded by RWJF with support from the California
HealthCare Foundation that is fostering the development of new PHR applications.

Project

HealthDesign worked with Sujansky & Associates, LLC to create a set of functional requirements
and common platform components for PHR applications. 155 The team worked closely with the
project’s nine grantees to identify the functional needs of the projects; findings from this assessment
informed the development of a common platform – or infrastructure – for PHR applications. The
platform components are software modules for medication list management, calendaring,
observations captured in the course of daily living, and identity management. Essentially, these
platform components will be the building blocks of PHRs.
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The goals of this project are to: (1) promote the development of personal health applications
through the development of needed software resources, and (2) move towards interoperability
among PHR applications by creating models for exchanging data and common interfaces that will be
accessible to multiple PHR applications.
Project HealthDesign’s effort to develop functional requirements and common platform
components differs from HL7’s work on the PHR-S functional model. While the HL7 PHR-S
functional model defines the end-user functionality, the Project HealthDesign components will be
used to identify the types of data that the common platform components should handle and the
operations that they should provide to enable PHR applications. 156 Thus, while both HL7 and
Project HealthDesign address some of the same elements of PHRs, the projects are quite distinct
from one another. Project HealthDesign’s efforts are intended to inform future PHR standards
development efforts.

Interoperability Standards
PHR and EHR standards create opportunities for interoperability. Regardless of how one defines a
PHR, interoperability is critical to ensuring that the information used by the patient and provider are
linked. 157 One of the goals of interoperability is to ensure that providers can access data from PHRs
as seamlessly as possible. 158 Another key aspect of interoperability is the ability of multiple EHRs
from different providers to populate the same PHR.
Current standards address interoperability with respect to both syntax and semantics. Syntax targets
the structure of communication, whereas semantics address the meaning of the communication
during health information exchange. 159

Both types of interoperability are achieved through

standards for data exchange and messaging, terminology, documents, concepts, applications, and
architecture. 160
Semantic interoperability is the ability of systems to exchange information with one another and
have a common understanding and interpretation of that information. Semantics convey the
meaning of communication during information exchange. 161 Semantic interoperability is important
because it ensures that data can be understood and used by the receiver of the information during
information exchange. The relevant standards for semantic interoperability are terminologies such
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as SNOMED and LOINC and document standards such as HL7 Clinical Document Architecture.
Select standards for interoperability are provided in Exhibit 6.
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E XHIBIT 6

S ELECT S TANDARDS FOR I NTEROPERABILITY

STANDARD

Systematized
Nomenclature of
Medicine (SNOMED)

TYPE OF
STANDARD
Terminology

Logical Observation
Identifiers Names and
Codes (LOINC)

Terminology

International
Classification of
Diseases- 9 (ICD-9)
HL7 Clinical
Document
Architecture (HL7CDA)
National Council of
Prescription Drug
Programs (NCPDP)
Digital Imaging and
Communications in
Medicine (DICOM)
RxNorm

Terminology

DESCRIPTION
In 2003, the U.S. Department of Health and Human Services
signed an agreement with the College of American Pathologists
to create a unification of medical terminology. The College of
American Pathologists developed SNOMED, a licensed
standardized medical vocabulary available for free use in the
United States. SNOMED is a required standard in
interoperability specifications of the U.S. Healthcare
Information Technology Standards Panel.
LOINC codes are universal identifiers for laboratory results and
clinical data that foster interoperability between reporting
systems and care systems. The LOINC database and
documentation are maintained by the Regenstrief Institute, and
initially created to foster exchange and pooling of clinical data
(e.g., blood hemoglobin, serum potassium, vital signs, etc). 162
The LOINC database is crucial because it ensures that an
institution’s reporting system can understand clinical data results
from multiple producers/sources (laboratory reporting systems)
without adopting the producer’s laboratory codes or engaging in
extraneous code mapping from every producer’s code system to
the institution’s internal code system. 163
ICD is a terminology standard for medical diagnoses. Version 9
is used for billing and reimbursement purposes in the U.S.

Data Exchange and
Messaging

Health Level Seven is an American National Standards Institute
(ANSI)-accredited Standards Development Organization
(SDO). Health Level Seven’s domain for producing standards is
clinical and administrative data.

Data Exchange and
Messaging

NCPDP developed a structure for transmitting prescription
data (e.g., prescription requests and fulfillment).

Data Exchange

DICOM enables viewing of medical images, such as CT scans,
MRIs, and ultrasound.

Data Exchange

RxNorm is a designated standard for use in federal government
systems for exchange of drug related information. 164 RxNorm
provides standard names for clinical drugs (both branded and
generic) and dose information, and links drug names to many
drug vocabularies used in pharmacy management.
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In addition to the standards discussed in Exhibit 5, HL7 released the EHR Interoperability Model
(EHR-IM) as a draft standard for trial use in February 2007. The EHR-IM provides a reference list
of requirements for interoperable EHRs. The HL7 EHR-IM was created by a public-private
partnership led by the HL7 EHR Technical Committee. EHR/IM establishes the requirements for
interoperable EHR records. 165

CONTINUITY OF CARE RECORD VERSUS CONTINUITY OF CARE
DOCUMENT AS THE BASIS FOR INTEROPERABLE INFORMATION
Document standards are essential to achieving interoperability between PHR systems and between
PHRs and EHRs. 166 Two types of common document standards are the Continuity of Care Record
(CCR) and the Continuity of Care Document (CCD).

The CCR and CCD are standard

specifications developed by different groups of organizations to achieve similar goals: improved
continuity of healthcare, a reduction in medical errors, and improved health information
transportability between patients, providers, and health care institutions. It is particularly important
to note that the CCD or CCR is not the underlying personal health record itself; rather it is an
interchange. The CCD and CCR provide the ability for one record to extract information, and for
the next record to insert the information extracted into its own system.
The CCR is a standard specification that has been developed by ASTM International, the
Massachusetts Medical Society (MMS), the Health Information Management and Systems Society
(HIMSS), the American Academy of Family Physicians (AAFP), and the American Academy of
Pediatrics.
ASTM’s CCR is an XML-based set of data from health care records, medical legal documents, and

health care encounters. The CCR is the clinical record of the patient’s current and historical health
care status. 167,168 The basis for CCR is a Patient Care Referral Form developed by the Massachusetts
Department of Public Health. Basic patient information is included, such as patient and provider
information, insurance, patient health status, recent care provided, care plan information, and reason
for referral or transfer. 169 One of the CCR’s goals is to foster health information transportability
between providers, such as when a patient is referred, transferred to, or seen by another provider.
The CCR was designed to ensure that adequate information is collected on a patient prior to referral
or transfer so that the information can be exchanged.
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The Continuity of Care Document (CCD) was developed as a result of collaboration between
ASTM and HL7. HL7 is a not-for-profit, international standards development organization that is
accredited by the ANSI. Both ASTM and HL7 were working independently to develop a standard
for health information exchange. ASTM developed the CCR, while HL7 focused on developing the
Care Record Summary. Both ASTM and HL7’s efforts were targeted at developing a standard to
produce an electronic patient care summary that could be exported and read by EHRs and PHRs. 170
In 2005, ASTM and HL7 signed a memorandum of understanding to collaborate and create the
CCD.
The CCD has been said to combine the ‘best of HL7 technologies’ and the ‘rich experience of
ASTM’s CCR with clinical data representation.’ 171 The CCD describes the use of the CCR standard
dataset so that it can function within the HL7 Clinical Document Architecture (CDA). HL7
members were balloted regarding the adoption of CCD.

The CCD was a successful ballot,

concluding on January 7, 2007, and termed a ‘very significant development for healthcare IT’ and ‘a
milestone in the standards world.’ 172
In February 2007, the Health Information Technology Standards Panel (HITSP) of the American
National Standards Institute (ANSI) approved the CCD, recognizing the harmonization of the
ASTM and HL7’s standards. 173 Currently, both the CCD and the CCR are used to transfer health
information electronically among providers.
Some experts have questioned the adequacy of the minimum data set used in the CCR and CCD. A
CCR can have up to 17 categories of information, and each category contains structured fields rather
than free text. However, one key concern is whether the CCR and CCD capture all of the necessary
information resulting from a health care encounter. The National Committee on Vital and Health
Statistics Subcommittee on Privacy and Security noted that the CCR and CCD’s minimum data sets
may be unnecessarily omitting important health information, if this information does not fit neatly
into one of the structured data fields. 174 In other words, consumer friendly language and informal
medical data needs to be mapped to the structured, technical medical jargon.
Since the development of CCD, there has been some controversy regarding whether the CCD or the
CCR should be the basis for interoperable information for PHRs. Specifically, should PHR vendors
use the CCD or CCR? According to Donald Mon, Ph.D., Vice President of Practice Leadership at
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AHIMA, larger vendors, which have likely adopted many of HL7’s specifications already, may find it
easier to use the CCD. This is because the CCD is already part of the HL7 CDA architecture.
Other vendors that do not utilize the HL7 CDA architecture can choose to use either the CCD or
CCR just as easily.
The PHR-S functional model, developed by the HL7 work group, is agnostic in terms of specifying
the CCD or CCR, so that the market can decide which approach to adopt. According to an expert
from the HL7 work group, both CCD and CCR-related activities are proceeding.
Vendors have also adopted the various standards. Microsoft’s HealthVault, while not a PHR, is a
platform that has the ability to service numerous personal health applications (PHAs) – and thus, is
important to the future of PHRs.

Taking a ‘standards agnostic’ approach to interoperability,

Microsoft has created data exchange interfaces that are compliant with both the CCD and the
CCR. 175

GAPS IN INTEROPERABILITY STANDARDS
The National Committee on Vital and Health Statistics of the U.S. Department of Health and
Human Services (DHHS) determined that interoperability standards development efforts for PHR
systems should focus mapping formal medical terms to consumer-oriented concepts and terms. 176
In addition, the Committee recommended that DHHS should encourage the adoption of standards
for PHRs that are currently used to promote the interoperability of EHRs. The Committee also
determined that the private sector, vendors, and health care institutions should adopt data content
and exchange standards based on standards accepted for EHRs. 177
Another interoperability standards gap is for workflow processes related to ‘request changes’.
According to HITSP, there are no known standards that govern patient-requested changes to the
PHR. 178 Request changes involve three key steps. First, the annotated document is transmitted to
the original provider or institution for confirmation. Second, the original provider confirms that
he/she has received and read the annotation. Third, the annotated document is sent back to the
consumer’s PHR and indicates that a change has been made. Standards need to be developed to
govern each step of the workflow.

Standards also need to be developed to address more

complicated situations, such as if the original provider is not available to read/ receive the
annotation, or if the provider refuses to respond to the request change. 179
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Standards are also needed to address more complicated situations, such as if the PHR is offered by a
health plan. Dr. Archelle Georgiou, an independent consultant, noted that in this case, the ‘request
change’ process may be more challenging. If the PHR is offered by a health plan, the originator of
the data is actually the provider (hospital/doctor/facility) that submitted the data through claims. In
order to change the data, the provider would potentially need to resubmit a claim – which is unlikely
to be a feasible approach if the claim has been processed and paid.
Other more complicated situations that need to be considered are if the original provider is not
available to read and/or receive the annotation, or if the provider refuses to respond to the ‘request
change’. 180

SECURITY STANDARDS
PHRs can either be exclusively controlled by the individual (e.g., via a thumb-drive based PHR
system or a smart-card system) or sponsored by a health care provider, health plan, or other
commercial vendor.

In addition, for the aged, disabled, and children, the PHR may also be

controlled by a care manager (e.g., an adult child, parent, relative, or friend of the patient).
Depending on the type of PHR used and who has access, there are different security issues that need
to be considered.
Security standards for PHRs must address an array of issues including authentication, identity
proofing, access consent and control, data integrity, confidentiality, privacy, accountability, and nonrepudiation. 181 For example, does the consumer have ultimate control of the information stored in
the PHR? How should amendments or deletions be indicated within the PHR? What are the
relevant security features for assigning a care-manager or proxy to manage another account holder’s
PHR? In this section, we discuss security standards, and highlight potential challenges with respect
to the development and implementation of new security standards for PHRs.

Security Standards for Authentication and Access Control
PHR vendors approach security issues such as authentication and access control in various ways.
For authentication, vendors may require the account holder to authenticate his/her identity by
entering a name and password combination. Other vendors require additional information such as
zip code, date of birth, or an answer to a self-selected question. CMS has received feedback that
higher levels of security in terms of authentication and authorization are necessary, especially for a
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PHR designed specifically for Medicare beneficiaries. In 2005, CMS solicited public feedback about
its role in the PHR space via a Request for Information. 182 A total of 51 organizations, including
vendors, health plans, provider organizations, and trade associations, responded to questions specific
Respondents were asked about the types of authentication that should be used for a

to PHRs.

PHR. Responses ranged from physical tokens and biometrics to a Medicare smart card.
With respect to access control, some PHR vendors enable the account holder to have full access
control to view, add, edit, and delete information. Others have functions which enable the account
holder to assign read/ write access to all or parts of the PHR via a proxy function. The security
implications associated with assigning a proxy are discussed in greater detail later in this section.
Currently, there are a number of security standards that are mature and ready for use. PHRs can
employ different security mechanisms and need to carefully balance ease of access and security.
Exhibit 7 describes the current security standards for PHRs. 183
E XHIBIT 7

S ECURITY S TANDARDS FOR PHR S

AREA

Identity Proofing

Authentication

Certificates
Consent
Access Control
Integrity
Confidentiality
Accountability
Non-Repudiation

POLICY/PROCESS
Under review by
AHIC
FIPS 190-1
FIPS 196-1
ASTM E-1985
ASTM E-2212
ASTM E-2211
ASTM E-1985
ASTM E-2085
ASTM E-2086
ASTM-2147
ISO-17090

TECHNOLOGY
Policy and process issue

Kerberos, IHE EUA, LDAP, SAML, WS-Security, IHE XUA

X.509, LDAP
IHE BPPC, HL7 Consents
LDAP, HL7 RBAC, ISO PMAC, XACML
FIPS 180-1 (NIST SHA-1), RFC-1321 (MD5)
RFC-2246 (TLS), SSL, RSA, Triple-DES, FIPS-197 (AES), IHE
ATNA
RFC-3164 (SysLog), RFC-3881, IHE ATNA
FIPS 186-2, ISO 17090, ASTM E-2084, ASTM E-1762, XADES,
IHE DSG
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Integrating the Healthcare Enterprise’s Work on Privacy and Security Issues
Integrating the Healthcare Enterprise (IHE), an initiative designed to improve electronic health care
information sharing, has done work in the areas of privacy and security. First, IHE has addressed
the encryption of information and audit trails for information to maintain privacy.
Second, IHE has worked on the Basic Patient Privacy Consent (BPPC).

The BPPC was

implemented as a trial, further refined, and adopted by HITSP in 2007. The BPPC is proposed as
the first step for consent management. IHE has tried to devise the BPPC to maintain patient
control over the PHR, and enable patients to handle consent issues in multiple ways.
Third, IHE has addressed user authentication issues through the Cross-Enterprise User Assertion
(XUA). User authentication or user assertion ensures that it is possible to assert who users are when
they try to access the PHR. The XUA work is fairly recent and has been adopted by HITSP. It
provides the foundation to convey basic roles for user assertion.
The final area that IHE has been working on related to privacy and security is digital signatures for
documents.

Challenges Associated with Developing Security Standards
One of the greatest challenges to developing security standards for PHRs is deciding how much
access, use, and control consumers should have over their personal health information. According
to Donald Mon, Ph.D., Vice President of Practice Leadership at AHIMA, there is less clarity with
respect to standards for PHRs because there is not a broadly accepted policy about how much
access, use and control a consumer should have over their PHR. Dr. Mon also noted that while
there are prescribed legal procedures for EHRs with respect to documenting information, the same
is not true for PHRs. For example, the EHR is a legal record for business and disclosure purposes;
rather, deletions are marked as erroneous and amendment can be added.
According to Donald Mon, Ph.D., the industry cannot encumber the consumer with responsibility
to maintain a legal record on the clinical side. However, there is no clear answer as to how much
control consumers should over the information within their PHR. When developing the PHR-S
functional model, the HL7 work group – composed of vendors, consumer advocates, and clinicians
– discussed consumer access to and control of information. Vendors in the work group stated that
consumers would like the ability to remove information from their PHRs. However, other experts
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have stated that presenting an incomplete PHR to a clinician will have serious consequences from
both a health information exchange standpoint and a clinical standpoint.
One solution offered by the HL7 work group was to flag information that has been deleted or
changed within a PHR to alert the clinician. The HL7 PHR-S functional model has a criterion that a
flag must indicate that some information in the record has been modified, which communicates
important information to the provider. While the flag does not disclose what information has been
deleted, it will serve as a reminder to the clinician that information has been deleted, so that the
clinician can have an informed conversation with the patient. According to Donald Mon, Ph.D.,
regardless of whether the flag method proposed by the HL7 work group becomes a law or a best
practice, it is necessary to make a policy decision first, and then implement from a technical
perspective: ‘After we deal with the social and ethical issues, we can then figure out how to deal with
[these issues] within the context of a PHR.’

Security Considerations for People Who Have a Care Manager
For the frail, aged, or disabled, a care manager may be responsible for coordinating health care visits;
scheduling appointments, tests, and consultations; transporting the patient to and from the provider;
and potentially even assisting in the patient’s admission to different health care facilities. 184 There
are several security considerations related to designing a PHR that enables the account holder (the
person whose information is embedded in the PHR) to assign his/her care manager as a proxy to
the PHR.
While some consumers may be comfortable with authorizing their proxy to have full access to view
their entire PHR, others prefer that their proxy or care-manager have access to only certain aspects
of their record (e.g., physician information, medications, emergency information, final plans, etc).
Vendors are providing account holders with the ability to assign field-by-field access controls to
each proxy. For example, in the case of the LifeLedger – a PHR-like product which enables a caremanager to manage an aged individual’s health information – the PHR account holder may assign
the care manager (or any number of proxies) three degrees of access: ‘none;’ ‘read only’ or
‘read/write’ to each individual page. As a result, the account holder can control what pages the
proxy does or does not see, and whether the proxy can amend information in the PHR. Other
vendors address this issue in a slightly different way, providing the account holder with the ability to
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hide specific sub-sections or elements of the PHR, such as one particular health encounter, from the
care-manager or proxy.
The HL7 PHR-S functional model is addressing the issue of proxies via the requirement that
vendors must give the account holder the ability to determine what information is available to an
authorized account holder of the PHR information. 185 While PHR-S indicates that the account
holder should be able to authorize the proxy to update information within the PHR, it does not state
how to implement the authorization. PHR-S also says that ‘account-holders should have the ability
to mask data on a selective, record, field-by-field, or class basis as one aspect of controlling access to
personal health data.’ 186
According to Donald Mon, Ph.D., from a technical standpoint, it is not particularly complicated for
a software vendor to implement a PHR where the proxy has access to all or none of the account
holder’s information. However, from a vendor’s perspective, it is more technically challenging to
implement a PHR whereby the proxy has granular access to only parts or specific sub-sections of the
PHR.
Do consumers want the ability to assign varying levels of control and read/write access to their
proxies or care-manager? David Lansky, Ph.D., suggest consumers are highly segmented in terms of
their desire to employ access controls. The expert noted that while some users want to restrict
access to providers and other parties by utilizing detailed access controls, between 60 and 80% of
consumers would prefer not to navigate the access and consents processes.

Gaps in Security Standards
Currently, there are several critical gaps in PHR security standards:


Authentication practices. While the PHR community broadly accepts that it is necessary
for the account holder to be able to authenticate himself/herself to the PHR, there is not a
broadly accepted standard for authentication. According to an expert on the PHR-S model,
clarifying standards related to authentication is an important and necessary step for the
industry.



Authorization practices. Security standards need to be developed for authorizing a caremanager or proxy to have access to and control over health information in the PHR.
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Audit practices. The National Committee on Vital and Health Statistics recommends that
PHR standards enable consumers to audit who has accessed their personal health
information.



Data Access. The industry needs to come to a consensus about ‘blinding’ data or
restricting access to subsets of information within the PHR.



Emergency Override Practices. The industry needs to develop a standard practice for
overriding authentication practices in the case of a medical emergency.

PHR PRIVACY POLICIES

AND

STANDARDS

Privacy of personal health information is a key concern for consumers of PHRs. A 2005 survey
conducted by CHCF in collaboration with Forrester Researcher found that two-thirds of the sample
of 2,000 consumers (1,000 nationally and 1,000 in California) said they were ‘very concerned’ (36%)
or ‘somewhat concerned’ (31%) about the privacy of their health records. 187 Research also suggests
that consumers are concerned about the types of information collected and entered into the PHR;
how the information is handled internally; and whether and how the information is provided to any
external entities. 188

Clearly there is a need for privacy standards and privacy policies for PHRs.

However, there is not yet a consensus among PHR service providers about the specific elements
that should be in all PHR privacy policies. 189 Experts have attested that the widespread adoption of
PHRs will largely be a function of public confidence and trust that personal health information will
be adequately protected. 190
This section addresses privacy issues related to PHRs. First, we discuss privacy standards and issues
related to privacy with respect to personal health information stored in PHRs. Then we present an
overview of several PHR privacy policies under development. It is important to note that the
privacy standards section and the security standards section are highly related, as many aspects of
privacy are entwined with security issues.

Challenges Associated with Developing Privacy Standards for PHRs
There are a number of challenges associated with developing privacy standards for PHRs. In this
section, we discuss the following challenges:
1. There are no statutes or standards that define PHR service providers’ legal responsibilities.
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2. Consumers are misinformed about their privacy rights with respect to personal health
information under HIPAA.
3. Privacy standards for employer-provided PHRs will need to be considered, especially since
HIPAA does not cover some employers.
4. PHR vendors or third parties that are not covered by HIPAA do not need to notify
consumers of their privacy policies and practices related to secondary uses of personal health
information. As a result, consumers may be unaware that their personal health information is
being used and disclosed to other entities in the U.S. or abroad for secondary.
5. States have different laws governing privacy and security of personal health information.
6. Privacy standards must balance the needs for privacy and confidentiality, with the need to
maintain an accurate medical record.
The first key challenge associated with developing a privacy standard for PHRs is defining the legal
responsibilities of PHR service providers, given that they are non-covered entities under the Health
Insurance Portability and Accountability Act (HIPAA). The National Committee on Vital and
Health Statistics (NCVHS) at the Department of Health and Human Services (DHHS) concluded
that there are no statutes or standards that define PHR service providers’ legal responsibilities.
Under HIPAA, ‘covered entities’ are asked to provide consumers with information about their
privacy policies and practices. Covered entities include health plans, health care clearinghouses, and
health care providers that engage in electronic transactions for which HIPAA standards have been
adopted. 191 Entities such as PHR vendors, employers, certain types of insurers, providers that do
not engage in electronic transactions for which HIPAA standards have been adopted, and thirdparty data warehouses are all not covered by HIPAA, and thus not required to comply with HIPAA
regulations. 192 Privacy policies will need to clearly outline whether the PHR vendor is covered by
the HIPAA privacy policy.
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A second challenge is that research suggests that consumers are misinformed about their privacy
rights with respect to personal health information under HIPAA. 4 For example, when PHR vendors
state that they are ‘compliant with HIPAA’ this does not mean that they are ‘covered under HIPAA’.
This is an important distinction that consumers may not understand. 193 Such a distinction may be
confusing, and further necessitates the development of a PHR privacy policy and privacy standards,
more generally.
A third issue is that HIPAA does not cover some employers, and thus, privacy standards for
employer-provided PHRs will also need to be considered. HIPAA does not consider employers
who collect information directly from employees (e.g., for a pre-employment physical, job
application, or via an employee assistance or wellness program) to be ‘covered entities.’ 194 Given
that PHRs are being developed by certain employers and other entities that are not covered by the
HIPAA privacy rule, privacy standards will need to be developed with respect to the use and
disclosure of personal health information within employer-provided PHRs. A 2007 CHCF issue
brief concluded that employers will need to develop standards that ‘at a minimum address privacy,
security, and confidentiality of PHRs.’ 195
A fourth challenge is that non-covered entities, such as PHR vendors, do not need to notify
consumers of their privacy policies and practices (e.g., secondary uses of data for other purposes,
such as marketing, population health purposes, other purposes) with respect to personal health
information. 196 The NCVHS concluded that: ‘The Committee is unaware of any requirement that
compels PHR vendors not covered by HIPAA to provide to consumers the terms and conditions
governing the privacy of their personal data.’ 197

Thus, consumers may be unaware that their

personal health information is being used and disclosed to other entities in the U.S. or abroad for
secondary purposes. This is a major concern for consumers with a PHR service provider that
involves an outside business partner like a third party data warehouse. Lecker et al. (2007) studied
PHR privacy policies for the Department of Health and Human Services and found that only 3%
(one in 30) of PHR privacy policies indicated that consumers needed to explicitly consent before the
PHR vendor could share the data in their PHRs. 198 None of the privacy policies studied identified
the PHR vendor’s third party partners. This study demonstrates that even though consumers have
Forrester Research surveyed 2,100 adults aged 18 and older, nationally during the summer of 2005 via a telephone based instrument.
The survey was conducted in Spanish and English. The final sample included 1,000 residents of the continental U.S. and an
oversampling of 1,000 residents of California. An oversample of 100 people with HIV or substance abuse conditions was included.

4
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not given explicit consent to share their personal health information with a third party or for other
purposes such as marketing, consumers may still be at risk due to the construct of the PHR vendor’s
privacy policy. 199
A fifth challenge is that states have different laws governing privacy and security of personal health
information, and consumers may not be aware of their rights. For example, while California has
stringent privacy and security laws governing the use of personal health information that are layered
on top of the HIPAA privacy rule, other states have more limited regulations. 200 A February 2008
issue brief by CHCF explored the issue of consumer control over personal health information, and
determined that the current legal system ‘falls short as a viable legal framework for health
information custodians,’ such as PHRs. 201 Existing federal and state laws will need to be considered
when developing PHR privacy standards.
A final key challenge associated with developing a privacy policy for PHRs is balancing the need for
consumer privacy and confidentiality, with the need for an accurate medical record. Experts have
debated the issues of access and control from a privacy standpoint. What degree of control should
consumers have over the information in their PHR? Some believe that account holders should have
the ability to prevent access to certain aspects of the record or ‘blind’ sensitive information within
the PHR. Others are concerned about enabling consumers to blind or delete health information, as
omissions may lead to deleterious clinical implications.
In June 2006, NCVHS released its report titled Privacy and Confidentiality in the Nationwide Health
Information Network, which includes recommendations on consumer rights over their personal
health information and also covers a host of other issues ranging from regulatory issues to
recommendations for maintaining and establishing the public trust. 202 These recommendations were
presented to the U.S. Secretary of Health, Michael O. Levitt. The NCVHS recommended that
consumers should have a limited right to control their personal health information electronically:
Giving individuals unlimited control is one way to empower them. On the other hand, if
individuals had unfettered control, health care providers would likely place less confidence
in the accuracy and completeness of their records….For these reasons, if individuals are
given the right to control access to their records, the right should be limited. 203
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NCVHS was not prescriptive about the best method to institute limited individual control over
health records. NCVHS continues to work on furthering these recommendations. In June 2007,
the NCVHS Subcommittee on Privacy and Confidentiality Working Group discussed privacy issues
and other issues related to consumer control over PHRs in a working session held in Washington,
D.C. 204
Specifically, the group addressed privacy of health information within the context of the CCR and
CCD.

205

The Committee discussed the merits of masking certain types of data in the CCR or CCD,

and the implications of transferring masked data from one provider to another. For example,
should certain types of drugs (e.g., mental health drugs) or genetic information (e.g., family history
of Huntington’s disease) be masked to protect the account holder’s privacy? One member of the
Committee was particularly concerned about the social and ethic ramifications of blinding/masking
mental health or genetic information: ‘By treating mental illness separately [and] by treating genetic
disorders separately, we may be further contributing to the stigmatization of these conditions and
putting into the future the time when there will be no difference between mental illness and other
illnesses and so forth.’ 206
The Subcommittee did not come to a consensus on a privacy standard for PHRs. Specifically, the
Committee concluded that it would be optimal to wait for Congress’s definition of ‘genetic
information’ under the Genetic Information Nondiscrimination Act (GINA). A Congressionally
mandated definition of genetic information could dictate whether and what type of genetic
information can/should be masked in a CCR or CCD. Despite these challenges, deciding upon the
principles and components of a privacy policy for PHR service providers is a critical and necessary
step to ensuring consumers and PHR service providers under their rights and responsibilities.

Recommendations for PHR Privacy Standards
The NCVHS made several recommendations for the development of PHR privacy standards.

207

First, standards should be developed to ensure that consumers are always notified of secondary uses
of data in PHRs. NCVHS specifically recommended that if HHS or another agency intends to use
CMS data in PHRs, then there should be a requirement which ensure that those PHR systems
provide notice to consumers of the uses of personally identifiable information. Second, privacy
standards for PHRs should be developed within the context of the National Health Information
Network (NHIN). Third, consumers should be educated about their rights with respect to privacy
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and personal health information stored in PHRs. Fourth, if individuals are granted control over the
specific content within their health records, that control should be limited by specific factors such as
the individuals’ age, treatment/condition, and/or type of provider. 208

Finally, the NCVHS

recommended that third party vendors, or other entities not covered by HIPAA, adopt their own
privacy policies that are at least equal to those outlined in HIPAA. 209
Additional recommendations for a PHR privacy policy were developed by Altarum, a non-profit
research institute, in early 2007. Altarum was contracted by the Office of the National Coordinator
for Health Information Technology (ONC), in support of the American Health Information
Community (AHIC) Consumer Empowerment (CE) Workgroup, to review existing privacy policies
for PHRS and make recommendations. 210 Recommendations for characteristics of a PHR privacy
policy included:


Policy must be required for all PHR vendors;



Policy must be transparent on secondary data uses;



PHR vendor must disclose business relationships relating to “handling, processing, data
mining, or other management of PHR data” to consumers;



Policy must provide information about the relationship between the PHR service provider’s
policies to HIPAA; and



Policy must be written at a 6th grade reading level and include a glossary of technical terms
used. 211

The World Privacy Forum released a report on privacy and PHRs in February 2008, which
specifically outlines eight areas of concern: ‘privilege, subpoenas, marketing of health care data,
linkage of records, security, ability to correct files, consent issues, and the role of privacy policies.’ 212
These areas should be considered when developing privacy standards for PHRs. Finally, the Federal
Trade Commission (FTC) is also exploring patient privacy and consumer protection issues in health
information technology, which may be relevant to the development of PHR privacy standards. The
FTC is holding a public workshop to examine patient privacy in health information technology in
April 2008. 213
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Examples of Privacy Statements
While privacy standards for PHRs are still under development, organizations such as Microsoft and
Elder Issues have released privacy policies and statements for the use of their PHR products and
platforms. A brief discussion of their privacy policies is presented below.
Microsoft recently released a privacy statement for the beta version of HealthVault. The privacy
statement specifically applies to data collected by Microsoft through the Microsoft HealthVault beta
version, but not data collected through other Microsoft products. 214 The privacy statement begins
with an introduction to sharing health information via HealthVault. The second section addresses
the collection of personal health information and authentication process. This section indicates that
the owner of the account is, by default, the custodian of the record, and therefore has full control
over the information.
Given that HealthVault is a platform – not a PHR – Microsoft also urges users to reference the
privacy statements of other programs that they use in concert with HealthVault. The third section
of the privacy statement explains the utility of the HealthVault Connections Center; users can use
the Connections Center to add data to health records in their HealthVault account from other health
devices (e.g., heart-rate monitor, etc). The fourth section discusses how users can share health
information with other parties or programs, and the process of assigning access. The fifth and sixth
sections address how Microsoft will use the personal health information in HealthVault, and the
process used to aggregate information and statistics.

In addition, the statement explains that

personal information collected using HealthVault may be “stored and processed in the United States
or any other country in which Microsoft or its affiliates, subsidiaries, or agents maintain facilities,
and by using the Service, [users] consent to any such transfer of information outside of the U.S.” 215
Microsoft HealthVault’s privacy statement indicates that users’ personal information may aggregated
for marketing purposes, but is not associated with an individual account without the users’ opt-in
consent. 216
Microsoft also refers users to its general privacy policy, ‘Microsoft Online Privacy Statement’, as this
policy explains how credential information is used when the user signs in to Microsoft sites,
including HealthVault. 217
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The next few sections discuss account access and controls, sharing records with other programs/
services, deleting records, and archiving health information. Microsoft describes the process for
sharing records with other service users. The lower levels of access are view-only access and viewand-modify access; both are time-limited. Custodial access is the highest level of access, as the
custodian of the health record can read, change, and delete the record. The custodian of the
account can also grant and revoke different levels of access to others. 218 Other components of the
privacy statement include: Microsoft’s TRUSTe certification; enforcement of the privacy statement;
use of cookies; use of web beacons; changes to the privacy statement; and contact information for
more information.
LifeLedger has a privacy policy comprised of five components: treatment of personally identifiable
information; sharing of information with third parties; security technology and procedures; cookies;
and the consumer’s role in protecting health information. 219 The privacy policy indicates that Elder
Issues will not share personally identifiable information internally or with a third party. Access to
personally identifiable information can be granted to a care-manager or proxy by the account holder.
The policy describes the encryption practices used to secure sensitive data. In addition, the privacy
policy encourages users of LifeLedger to protect the password information. Contact information is
provided if users have additional questions or concerns about the confidentiality of their personal
health information.

PORTABILITY STANDARDS
Portability standards address the consumer’s ability to move his or her entire PHR to a new location.
Portability more typically refers to data transfer and not the transfer of the PHR’s functionality.
This becomes particularly important for patients that have visited a number of hospitals and doctors
in various systems. How is it possible to gather the patient’s information from multiple providers,
and aggregate this information within a PHR? Experts believe that plan-to-plan PHR portability is a
necessary move in the direction of interoperability and a National Health Information Network.
220,5 221

5 Plan-to-plan portability may only ensure that the claims associated with the multiple visits are aggregated within a PHR,
but not the clinical or other non-claim information. In order to gather a patient’s information from multiple providers,
EHR-PHR information exchange can be also be done through the CCD.
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In December 2007, the Health Privacy Project released best practices from the Employers’ Working
Group on PHRs, an expert work group convened by CHCF and IBM which focuses on issues
facing employers that offer PHRs. The work group, composed of the Center for Democracy &
Technology, Dell, Hewitt Associates, IBM, Markel Foundation, Omnimedix Institute, Pfizer, Pitney
Bowes, Revolution Health, Wal-Mart, and WebMD, identified a portability best practice. The
portability best practice is that ‘employers should offer PHRs that are portable, to the extent
feasible, allowing employees to maintain or move the PHR and/or the data it contains even after
employment or coverage ends or changes.’ 222
Standards and communication protocols are currently available to transmit information from other
systems to PHRs. Common standards and protocols include Hypertext Transfer Protocol (HTTP),
File Transfer Protocol (FTP), Simple Object Access Protocol (SOAP), Extensible Markup Language
(XML), Web Service Definition Language (WSDL), and Universal Description Discovery and
Integration (UDDI).
HITSP and Integrating the Healthcare Enterprise have worked to empower the consumer with the
ability to manage their health care information, and be able to further distribute that information to
providers. Efforts underway to develop portability standards for PHRs are discussed in this section.

PLAN-TO-PLAN PHR TRANSFER (X12)
Industry-led efforts beginning in 2006 have catalyzed a movement towards portability standards for
payer-based PHRs. In 2006, America’s Health Insurance Plans (AHIP) and Blue Cross Blue Shield
Association (BCBSA) announced their plan to conduct a pilot test that explores PHR portability
between PHRs, and between PHRs and EHRs. 223 The goal of the pilot was to develop standards
that ensure patients can move their payer-based PHRs from one plan to another as their health
coverage changes. This pilot demonstrated the ability to move and transfer the data from the PHR
only. When the data was transported to another health plan’s PHR, the format, display, navigation,
and functionality were unique to the receiving health plan’s PHR.
AHIP, BCBSA, and HL7 announced plans to collaborate on data portability standards for PHRs in
December 2007, when the three organizations signed a Memorandum of Understanding. 224 AHIP
and BCBSA developed an implementation guide with standards and other information that will
foster PHR portability standards. 225

AHIP and BCBSA have entrusted HL7 and Accredited
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Standards Committee X12 with further development and technical maintenance of the portability
standards. The X12 plan-to-plan transfer portability standard is currently being balloted by HL7 as
part of the PHR-S functional model.
The X12 standard is used to ‘communicate individual patient information requests and patient
information (either solicited or unsolicited) between separate health care entities in a variety of
settings to be consistent with confidentiality and use requirements.’ 226 In this definition, patient
information is defined as demographic, clinical, and other supporting data.

Cross-Enterprise Document for Sharing (IHE-XDS) Integration Profile
Integrating the Healthcare Enterprise (IHE), an initiative designed to improve electronic health care
information sharing, has done a great deal of work related to portability.

227

Namely, IHE’s

standards-based specifications address the movement of the content within PHRs. According to
Charles Parisot, Manager of Standards and Testing for GE Healthcare, and co-chair of the IHE IT
Infrastructure Planning Committee, the movement of information is handled by the Cross-Enterprise
Document for Sharing (IHE-XDS) Integration Profile. The XDS also provides the functionality to
extract and move information between systems, and to share that information in a certain domain,
which could be managed by a PHR, a RHIO, or a PHR hosted in a hospital. This is consistent
with the HITSP Interoperability Specification IS 03 which also relies on XDS for PHR interchange
of CCDs with EHRs, Plans and Pharmacies.
For example, suppose a patient were to visit a hospital/provider. The hospital/provider would
produce several documents that summarize the health encounter. Through XDS, the patient would
then be able to access information that the hospital/provider published. The hospital/provider
would also be able to publish the information to the patient’s PHR or through the Regional Health
Information Organization (RHIO). Then, the patient can search for these documents and bring
them into his/her own PHR. Thus, the XDS enables the patient to retrieve information, gather it,
and bring it into their own PHR.

Cross-Enterprise Document Reliable Transfer (IHE-XDM)
IHE also created the Cross-Enterprise Document Reliable Transfer, IHE-XDM, a standards-based
specification which provides cross-enterprise document interchange using a common file and
directory structure over standard media devices. This specification is highly relevant to PHRs
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because it permits patients and/or providers to use physical media to carry sets of medical records.
Specifically, the IHE-XDM provides the interchange to transfer documents and metadata over
memory devices (e.g., CD-R and USB) and email using ZIP attachments. 228 The specification
promotes interoperability between EHRs and PHRs, enabling the exchange of documents between
patients and providers, or between providers. According to Charles Parisot, Manager for Standards
and Testing for GE Healthcare, and co-chair of the IHE IT Infrastructure Planning Committee, the
real value of XDM is that it can work in conjunction with XDS.
HITSP approved the use of XDM to extract part or all of the content source or aggregate
information from a PHR, and move it to another doctor or provider location. XDM defines an
interoperable media organization and file system that enables a person to carry documents from the
PHR to another place that will be able to open the media, and navigate the media through various
registration entries. The media may contain one or many documents of interest, and serves as a
transportable mini registry and document repository.
Charles Parisot described the process of moving information from one doctor/ provider location to
another.

The patient can input documents (previously received as input from a variety

of locations) from his/her PHR into a piece of media, as well as extract his/her current view as a
CCD document, and copy this document to the media. Then, the patient is able to carry the media
with them. If they chose to open a new PHR somewhere else, the patient will be to load the input
documents, and reconstruct the PHR with the same content as on the other server.

Cross-Enterprise Document Reliable Interchange (IHE-XDR) Integration
Profile
The IHE Cross-Enterprise Document Reliable Interchange (XDR) Integration Profile is a standards-based
specification that was also published by IHE. The IHE-XDR enables the exchange of patientrelated medical documents between ‘health care entities’ (e.g., private physicians, clinics, in-patient
facilities, etc) using a point-to-point network. 229
In contrast to the XDM, where the person carrying the media does the sharing of information and
has the ability to give specific access to a party, the XDR is useful in situations where a patient wants
to share information with a single designated entity. The XDR is point-to-point in the sense that
when one or more documents in a source system need to be shared with the target system, the
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patient can use the XDR to push documents into the target system. The patient can choose to not
publish specific pieces of information to the target system as well (such as medication information).
One of the benefits of the IHE-XDR Integration Profile is that it enables document sharing in the
absence of a document sharing infrastructure such as the IHE-XDS Integration Profile. 230 A second
benefit of the IHE-XDR is that it enables document sharing between one or more health care
entities via a point-to-point interchange. 231 The IHE-XDR is an important standard for PHRs
because it enables interoperability between PHRs, EHRs and other health IT systems. 232

PDF/H Standard
The PDF/H (PDF Healthcare) was co-developed by Adobe Systems and Intel, and also has support
from a number of medical societies. 233 PDF-H is a secure data exchange container or ‘safe-deposit
box’ for data inclusive to a PHR. 234 The PDF-H contains for personal health information in the
form of digital images and data (e.g., X-Rays, CT-Scans, MRIs, and Sonograms, lab data, ECD,
EEG, etc). The PDF-H will work in conjunction with the CCD or CCR format to make data
portable across and between different types of systems. 235

The PDF technology has several

benefits. First, the PDF is platform and system-neutral. Second, it enables various types of data to
be stored regarding of source or destination. Third, information stored in a PDF can be easily
selected and quickly printed. Finally, the technology enables bi-directional information exchange. 236
In 2007, AIIM – the Enterprise Content Management Association (ECM) and ASTM International
developed a working group charged with developing best practices for the PDF/H that ‘facilitate the
capture, exchange, preservation and protection of health care information.’ The PDF/H effort
represents an effort by industry leaders to promote the adoption of PHRs and ensure that medical
information is portable. The PDF-H standard has been submitted for ISO approval.

STANDARDS

FOR

CLAIMS-BASED PHRS

Donald Mon, Ph.D. indicates there is not a specific set of standards currently available for claimsbased PHRs. There are, however, two overlapping standards for claims-based PHRs: X12 and IHEXDR. Claims-based PHRs use a HIPAA X12 275 transaction standard for transmitting PHR data,
and the HIPAA X12 275 uses XML to encode the data elements. Specifically, the X12 275
transaction is the outer ‘envelope’ that will contain the CDA/CCD data elements supported by
health plan claims and administrative data entered by consumers into the PHR. 237
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PHRs also use the IHE-XDR; this standard enables the exchange of patient-related medical
documents between health care entities using a point-to-point network.
HL7 is striving to produce standards at the functional requirement level, which will then be
applicable to all PHR models, rather than developing standards for different types of PHR models
(e.g., claims-based, provider-based, stand-alone, or web-based),
According to an expert from the HL7 work group, which developed the PHR-S, the goal is for all
PHR models to be derived from the same functional model – regardless of whether the PHR is
populated by claims data or via some other mechanism. From a standards perspective, it would be
beneficial for all PHR systems to conform to a functional model.

USE CASES RELATED

TO

PHRS

The American Health Information Community (AHIC) develops use cases to provide context for
standards harmonization and inform policy discussions that advance health information technology
activities. 238 The 2008 use cases under development include remote monitoring, patient-provider
secure messaging, personalized healthcare, consultations and transfers of care, public healthcare
reporting, and immunizations and response management. AHIC has released three new detailed use
cases on patient-provider secure messaging, remote monitoring and personalized healthcare in
March 2008. The use cases are described in this section because of their relevance to PHRs.

Patient-Provider Secure Messaging
AHIC released a detailed use case on patient-provider secure messaging, which explores the ability
of patients to communicate with their health care clinicians from a remote location using
technology. 239 AHIC defines patient-provider secure messaging as ‘both secure messaging sent from
patients to providers as well as secure messages sent from providers to patients.’ 240 In the detailed
use case, AHIC also notes that patient caregivers or patient advocates may be included in these
communications. Secure messaging tools are built around a PHR, EHR, patient portal, or other
types of communication tools. 241 Information is exchanged live and transactions include messages
with structured content, unstructured content, or a mixed format. Additional materials can be
attached to communications. Secure messaging is not intended for use during emergency situations.
The detailed use case focuses on the processes for both patient-initiated communication from the
patient and clinician perspectives, and for clinician-initiated communication from the clinician and
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patient perspectives. While presenting each of these processes in detail is outside the scope of this
section, we provide a brief overview of the processes for patient-initiated communication from the
patient’s perspective in order to highlight where the PHR fits into the process.
Patient-initiated communication from the patient’s perspective includes the following processes: (1)
the patient is authorized and authenticated to participate in secure messaging with his/her clinician;
(2) the patient receives a user identification code and password to establish his/her identity; (3) the
patient may need to be trained to use the secure messaging tool; (4) the patient can compose a
message and send it to a clinician (read receipt features and other capabilities are available); (5) once
the clinician responds, the patient is notified that they have a secure message waiting to be read; (6)
the patient logs in to read the secure message; and (7) the patient reads the secure message and may
update his/her PHR to reflect the information. 242

Remote Monitoring
The remote monitoring detailed use case focuses on the communication of ambulatory remote
monitoring information (e.g., physiologic measurements, diagnostic measurements, medication
tracking device information, and activities of daily living measurements) to the PHR or EHR. 243
Measurements collected by the remote monitoring devices are transmitted to the PHR so that
patients and/or caregivers can access the data. The information may also be sent to clinicians to
help them to better manage or treat the patient’s condition. In order to ensure that the data can be
transmitted to a PHR or EHR, the remote monitoring information must be available in an
interoperable manner. 244
The detailed use case presents the processes communication of remote monitoring information to
the EHR or PHR from three different perspectives: the clinician’s perspective, care coordinator’s 6
perspective, and patient’s perspective. Essentially, there are five main processes: (1) the patient or
caregiver sets up the device; (2) the patient records measurements using the remote monitoring
device, which communicates the data to the EHR, PHR, or other device at specific times; (3) the
care coordinator reviews the measurement information via a portal provided by the device
manufacturer or other third party; (4) the care coordinator will work with the patient or caregiver to
check the information communicated and potentially acquire additional information; and (5) if
necessary, the clinician will review the measurement information through the EHR, determine if a
6

AHIC defines the care coordinator as an individual who supports the clinician in managing the patient’s health.
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change in the patient’s treatment is necessary, and then transmit the needed change to the care
coordinator and the patient’s PHR.

Remote monitoring is an important component of care

management for the aging population and people with chronic conditions.

Personalized Healthcare
AHIC defines personalized healthcare as the ‘processes by which health care providers can
customize treatment and management plans for patients based on their unique genetic makeup.’ 245
AHIC’s detailed use case on personalized healthcare focuses on the processes underlying the
exchange of family history information and genetic and genomic testing information between
patients and clinicians, and how this information is available in an EHR or PHR. 246 The detailed use
case explores: (1) the clinical assessment from the clinician and consumer perspectives, and (2)
genetic testing, reporting, and clinical management from the clinician and consumer perspectives. In
terms of the clinical assessment piece, the use case describes that a consumer can share his/her
medical history with a clinician by entering their personal health information into a PHR and then
making that information available to the clinician. In terms of the genetic testing, reporting and
clinical management component, the use case describes that consumers would receive and
incorporate genetic/genomic testing information into their PHR.

If the information is

interoperable, then consumers can send the data to their clinician. Consumers may also wish to
assign a proxy or caregiver access to the information within their PHR. 247

OTHER GAPS IN THE CURRENT PHR STANDARDS ARENA
Next, we address several other gaps in the PHR standards arena that have not been discussed in
other sections.

Data Content Standards
Donald Mon, Ph.D.suggests one of the major areas that the standards community will need to
revisit is data content standards. While HL7, DICOM, SNOMED, and LOINC are useful for
PHRs, health care organizations still record data according to their own current data set. Thus,
interoperability challenges are still present.

Two examples illustrate the need for greater

standardization with respect to data content.
The first example addresses gender data. Gender is currently collected in multiple ways across
EHRs and PHRs (e.g., male = 1, female = 2; male = M, female = F; etc). Health care organizations

P AGE 90

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

may have systems to recognize various types of codes for male and female during data exchange.
However, other organizations may also utilize additional codes for gender equal to hermaphrodite or
unknown. During data exchange, this additional information would not be recognizable to a system
that does not have hermaphrodite or unknown in the current data set.
The second example relates to medication use habits. David Lansky, Ph.D. asserted that there are a
number of medical history data elements that are not standardized across PHRs, leading to
interoperability challenges. One example is medication use habits (e.g., does the patient split pills in
half; what are the patient’s reasons for not taking the prescribed pills; does the patient have postprocedure complications, etc.). The industry does not currently have a method to make this
information part of the patient’s PHR, though it is critical data to include in the patient’s health
record.
Until the industry has greater data standardization or potentially a standard data set, it will be
impossible to achieve semantic interoperability for certain data elements. Dr. Archelle Georgiou, an
independent consultant, commented on the difficulty of achieving consistency around semantics:
‘Achieving consistency around semantics – beyond the semantics for very specific or objective data
points – is a much broader objective than establishing a technology based resource for holding
health related information. Semantic interoperability would require cultural change that begins
during the medical education process. Since this is unlikely, another approach is to recognize the
inevitability of semantic variability and to create systems, support, and processes that work around
them.’

Areas of Overlap in Standards Development
A number of standards organizations and work groups have been tasked to address similar issues
related to PHR privacy, security, interoperability, and portability. While coordination between
initiatives is ideal, initiatives sometimes move along different paths – with different missions,
charges and time frames.

Thus, areas of overlap do exist in the current standards development

arena.
AHIMA is exploring the issues of overlap in standards development initiatives through a new
project focused on the development of Regional Health Information Organization (RHIO) best
practices for the Office of the National Coordinator for Health Information Technology
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(ONCHIT). As part of this project, AHIMA will look at how health information is exchanged in a
health information exchange (HIE) environment, whereby the PHR could be one node in any HIE.
Donald Mon, Ph.D. indicated that the ONCHIT project will require the standards community to
think critically about the gaps and inconsistencies with respect to PHR standards and standards
initiatives. Currently, a number of different initiatives have addressed PHR standards – including
but not limited to the HISPC project, HITSP, IHE, and CCHIT. The project will explore whether
the different initiatives, and their areas of overlap, are affecting the HIE (when the PHR is one of
the nodes that information can be exchange to and from). Several areas of overlap to date are
discussed below.
Consents. One specific example where there is overlap among standards development efforts is for
consents. David Lansky, Ph.D. suggests that currently consents are done in different ways. One
method is to use a consent directive, which essentially enables the provider to acquire all of the
account holder’s consents up front. The benefit is that when a health care episode occurs, the
provider does not need to acquire consent again. This process reduces burden on clinicians and
improves the clinician’s workflow. However, from a policy and privacy perspective, there are
problems with using a consent directive. Consumer advocates have asserted that consumers will be
better protected by a policy that requires providers to ask for consent during each health care
episode. Consent directives are one key area where the EHR-PHR standards community lacks a
consistent policy. HISPC, HITSP, and other groups have addressed consent directives in a variety
of ways, creating overlap in the standards development space.
Conditions and Diagnoses. According to HITSP, there is also an overlap of standards for
conditions and diagnoses – namely SNOMED-CT and ICD-9/10. In 2007, HITSP recommended
that both types of codes could be requested, and thus, whatever form the information is available in
would be provided. 248
Portability. In 2007, HITSP also explored PHR portability standards and determined that that
IHE-XDM and X12 are areas of overlap. 249

SUMMARY: STANDARDS FOR PHRS
Standards govern the way health information is exchanged between PHRs and other health
information systems. A number of entities are involved in developing standards for PHRs. Most

P AGE 92

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

recently, HL7 developed the PHR-S functional model (PHR-S). This represents the first effort to
define personal health functions, supportive functions, and information infrastructure functions for
PHRs. In addition to this effort, other standards development organizations have created standards
for EHRs that are also applicable to PHRs. The relevant standards for semantic interoperability are
terminologies such as SNOMED, developed by the College of American Pathologists, and LOINC,
maintained by the Regenstrief Institute. The HL7 Clinical Document Architecture is another
important data exchange and message standard for clinical and administrative data.
A number of security standards for authentication, consent, confidentiality, accountability, and nonrepudiation are available for PHRs. However, one outstanding security issue is how much access,
use and control a consumer should have over their PHR. Various PHRs and PHR platforms treat
the issues of access, use and control differently. Closely connected to security, privacy is a key
concern for consumers of PHRs. Currently, there is no uniform standard for privacy of personal
health information stored in a PHR.

The NCVHS has released recommendations for the

characteristics of a PHR privacy. Several organizations have also released privacy statements for
their PHR products and platforms. However, there is no consensus among PHR service providers
about the specific elements that should be in all PHR privacy policies.
Portability of information between health care entities and between PHRs and EHRs is another
important issue that the standards community has addressed. Integrating the Healthcare Enterprise
has developed the IHE-XDS, IHE-XDR and IHE-XDM standards-based specifications for crossenterprise document interchange. In addition, America’s Health Insurance Plans and Blue Cross
Blue Shield Association have explored portability between PHRs, and between PHRs and EHRs.
Their work resulted in the X12 plan-to-plan transfer portability standard, which is under further
development by HL7 and Accredited Standards Committee X12.
Finally, AHIC has developed detailed use cases in the areas of patient-provider secure messaging,
remote monitoring, and personalized healthcare; each of these use cases has implications for PHR
users.
While a number of standards are available or under development for PHRs, the standards
community, health researchers, and policy makers will need to address four key gaps with respect to
standards. First, no standards exist for patient-initiated changes to information within the PHRs.
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Standards must be developed to ensure that changes requested by consumers are made in a uniform
fashion to protect the accuracy of the clinical record. Second, future work should address privacy
and security issues related to PHRs.

Researchers should explore the possibility of developing a

uniform privacy standard that applies to all PHR service providers, regardless of whether or not they
are covered by HIPAA. Research should also explore the implications of assigning access, use, and
control over a PHR to a care-manager or proxy, as this issue will be particularly relevant to Medicare
beneficiaries. Third, future work should focus on further standardizing data content in PHRs to
ensure semantic interoperability. Fourth, the PHR community must come to a consensus on the
rights and legal responsibilities of all parties involved with PHRs. A clear definition of the rights and
responsibilities of consumers, health care providers, PHR suppliers/ vendors, and other entities
involved with PHRs will help to foster interoperability and also facilitate the protection of personal
health information.
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CHAPTER 7.
THE POTENTIAL IMPACTS OF
PHRS
As previous sections have discussed, PHRs remain in their infancy. While payers and vendors have
stepped into this emerging marketplace, few Americans own a PHR, and many providers remain
skeptical of their utility. 250 Nonetheless, PHRs have the potential to have a significant impact on the
U.S. health care system.
This section explores the potential ramifications of PHR technology for payers, vendors, and the
U.S. health care system in general. Discussion focuses on providers and costs. It discusses the
impact of PHRs on patient-provider interactions and provider workflows, and also reviews the
related issues of provider reimbursement for PHR usage and support. Each section draws from
various forms of evidence that, together, provide the most complete picture available of how PHRs
affect key stakeholders and components of the health care landscape.

IMPACT

ON

PROVIDERS

Providers have different attitudes toward and experiences with PHRs. As with all health information
technologies, some providers are more receptive than others.

Physicians who are early HIT

adopters may incorporate the latest technology into their practices, while other segments of the
provider community remain resistant to change. Some providers see the potential utility presented
by PHRs, particularly in the areas of patient engagement and chronic disease management. 251,

252

Specifically, PHRs create the opportunity for providers to engage patients outside of traditional
health care settings and empower them with additional information. 253,

254

Despite the potential

benefits, the broader provider community has not played a central role in personal health record
adoption efforts.
Some closed systems such as Kaiser Permanente and the Veterans Health Administration have
engaged their providers in the implementation and ongoing use of PHR systems. 255, 256 Preliminary
studies of these implementations suggest positive results, yet closed networks are atypical as most
payers do not directly employ physicians. 257, 258

P AGE 95

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

Without the type of support and mandate created by closed systems, physicians are left with many
barriers that could prevent their active support for the adoption of PHRs. These barriers include the
challenge of integrating large volumes of patient data into their clinical workflow and decision
making processes, discerning the accuracy of patient-provided data, connecting PHR systems with
existing EHR systems, legal liability risks related to incorporating PHRs in the delivery of care and
the issues surrounding the creation of new electronic communication channels with patients.
Provider membership associations such as the American Medical Association (AMA) remain
skeptical of PHRs. One AMA trustee expressed hope that PHRs could save time for both patients
and providers, help prevent medication errors, and prevent duplicate laboratory tests. 259 However,
legal concerns and the notion that PHRs would simply amount to ‘garbage in, garbage out’ prevent
the AMA from fully embracing PHRs. 260
The extent to which the concerns expressed by some providers and administrators are typical of the
entire provider community is not easily verified in the PHR literature. For example, there are
evaluations of PHR use that have shown very high levels of satisfaction with PHRs among
providers. 261,

262

One health care network even received more complaints from providers who were

not initially given access to a PHR than those who were given access. 263 These early experiences
with PHRs suggest that providers attitudes towards PHRs may evolve based on first-hand
experience and the ongoing evolution of PHRs, HIT and health care as a whole.

Key Factors that Affect Provider Adoption of PHRs
The successful expansion of PHRs is largely dependent upon their uptake and adoption by
providers. Tang et al. (2006) identified a number of potential benefits to providers who utilize
PHRs. 264 Namely, PHRs can improve communication between the provider and patient; improve
communication between the provider and members of their health care team; and enable patients to
input more information about their health directly into a health record that can be connected with
the clinician’s EMR. PHRs may also help to foster dialogue between the patient and provider about
chronic conditions and medication regimens. Tang et al. (2006) have found, however, that the
benefits of the PHR for the provider are contingent upon the PHR being integrated into the
provider’s EMR. 265
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Despite these potential benefits, there are a number of key factors that affect provider adoption of
PHRs – some are enablers and others are barriers.
Tang (2006) cited a number of barriers to provider participation in PHRs including: concerns about
liability risks; reliance on proprietary systems; lack of reimbursement or financial incentives to adopt
PHRs; concerns about increased workload and negative impacts on provider workflow; costs
associated with staff training and implementation of PHRs; uncertainties about the regulations
underlying PHRs; fear of cultural change in the organization; and an absence of information about
the sustainability of PHRs. 266

Impact of PHRs on Patient–Provider Interactions
Currently, most patients play a relatively passive role in their healthcare, relying on providers and
payers to track clinical information over time. PHRs, along with other patient-centric technologies,
could significantly alter this dynamic. As one commentator put it, ‘Providers and patients will need
to develop different mindsets and levels of trust [in working with PHRs].’ 267
In some ways, PHRs represent a departure from traditional patient-provider interactions. For
example, providers can use the patient-provided medical data from the PHR to inform their
treatment decisions. Patients have the ability to hide certain aspects of their medical history from
providers. Some might argue that PHRs provide individuals with more direct control over their
healthcare. Further, many PHRs include secure messaging between patients and providers, opening
a new mode of communication that may dramatically affect relationships. These potential impacts
on the patient-provider relationship are discussed below in further detail.

Provider Access to Patient Generated Clinical Information
PHRs allow providers to access patient health data in new ways. For example, PHRs could provide
data that would eliminate the onus of filling out and filing “clip board” questionnaires at a provider’s
office.

A single electronic registration would make it easier for individuals to provide their

information and for clinicians to use it. The American Health Information Community’s (AHIC)
Consumer Empowerment Work Group (CEWG) is making recommendations that will guide the
development of a consumer-directed secure electronic registration summary; AHIC’s CEWG Work
Group has also been charged with facilitating the widespread adoption of PHRs. With a registration
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summary, the consumer will be able to complete his/her medical paperwork one time electronically
and share the information with all of his/her health care providers. 7
In 2006, AHIC CEWG tasked CMS with piloting programs that measure and demonstrate the value
of a Registration Summary and Medication History PHR for patients with chronic conditions and
their clinicians. To meet the goals of the CEWG, CMS has contracted with AHRQ to evaluate the
uptake, use, and utility of the pilot tool for Managed Care beneficiaries. 268
In addition to a registration summary, there are tracking tools for health indicators such as blood
pressure and blood glucose levels that could show the provider a more complete picture of a
patient’s health status between visits.
Although the ability for providers to access these new data may be promising, the sheer volume of
information included in PHRs could also have negative consequences. 269 Some in the provider
community anticipate patients bringing large volumes of self-entered health data to office visits. 270
While often cumbersome and repetitive, clipboard questionnaires allow providers to control the
types of data provided by patients from the very first moment of contact. PHRs theoretically reverse
that relationship, empowering consumers to bring personal data in various forms and in limitless
quantity to their in-person visits.
In addition, some commentators suggest that providers could be held legally responsible for the
material in a patient’s PHR. 271,

272

Providers fear being held legally liable for overlooking key

information in patients’ PHR medical histories, even if this information may not ultimately prove
relevant to their delivery of care. 273 Conversely, some suggest that providers could be held legally
negligent if they provide low-quality care, based on inaccurate patient-provided PHR data. 274 In this
way, PHRs present providers with a dilemma: they must either ignore what they consider to be
questionable medical data and be sued if it turns out to be accurate and significant, or use inaccurate
patient data and be held responsible if the data dictate inappropriate or dangerous care. Similarly,
providers need to know the origin of information; whether it is from a fellow provider or originally
from a provider and since modified by the patient. This issue has not been consistently addressed
across all PHRs. 275

7

HITSP incorporated the registration summary into the 2007 interoperability criteria for the certification of ambulatory
EHRs. Specifically, one of HITSP’s categories addressed receipt of the registration summary from the patient and
import into the EHR.
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Some findings suggest that the utility and relevance of PHR data to providers varies by situation and
the type of care needed. For example, LifeLedger and other PHR products offer a wallet-sized
reference card to direct providers to the PHR’s URL. 276 Directing providers to the PHR using this
method could be useful in situations where patients are not able to communicate with providers.
Some approaches have proven less effective in care settings. In a study of a Minnesota emergency
room, patients could not recall their PHR user name or passwords, rendering the PHR system
useless in emergency situations. 277 Other PHRs offer specific reports that patients can print out and
carry in their purses and wallets. 278 This type of report could include information relevant in an
emergency (such as drug allergies, blood type, advanced directives, etc.), but would exclude many
classes of data housed in the PHR. One study suggests that this type of report has proven very
useful for emergency medical technicians. 279
There are also examples of patients utilizing PHRs that allow them to add their own annotations of
official clinical EHR records. Indivo, an open source personally controlled health record application
that was developed at Children’s Hospital in Boston, allows patients and caregivers to annotate the
record in a controlled manner. At the time of this review, Indivo is in use at Children’s Hospital
Boston and other testbeds. Users are allowed to add to a record, but are not allowed to delete any
content. Information added by the user is clearly marked so providers and other caregivers accessing
the record have strong assurance regarding the veracity of the information they use to guide
treatment decisions. Indivo is being adapted for use by the Dossia Consortium. The source code
for Indivo is available for free download and use under the LGPL license.
Finally, while PHRs allow providers to access patient health data in new ways, the same risks of
inaccurate and incomplete information apply. Users do have control over the content of their
PHRs, and in some cases, can add or delete information from their medical history. Thus, PHRs are
not entirely dissimilar from a patient’s verbally reported medical history. Archelle Georgiou, M.D.,
an independent consultant, noted that, ‘Just as the doctor uses a verbal medical history as a
component of the care decision-making process, the doctor should use the PHR as a valuable data
point in care planning. However, PHRs should never be used to make health care decisions. The
risks of a poor patient history are the same risks of inaccurate or incomplete data in a PHR.’ Thus,
PHRs should be used to inform – rather than to determine – the provider’s treatment decisions.
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Secure Communication with Patients
Many PHRs offer users the capability to directly communicate with their primary care providers. In
the words of Paul Tang, this function ‘provide[s] an ongoing connection between patient and
physician…which changes encounters from episodic to continuous,’ something Tang cited as a
‘critical benefit.’ 280 To date, PHRs have largely adopted a secure message functionality that provides
greater security assurances and controls than standard email. Research comparing secure messaging
with standard email in health care settings shows that messaging provides a number of significant
advantages over email in areas such as: encryption, access controls, message templates, prescription
routing, and reimbursement. 281
Many argue that secure messaging capabilities could be abused by patients and that it could pose a
liability if users misunderstand the purpose of provider messaging. 282 In many cases, providers
express concern about the sheer number of messages and the workflow changes that would be
required to answer all messages in a responsible way. These potential negatives represent significant
barriers to adoption for providers.
However, some empirical studies show that these concerns are not borne out by the evidence. One
study of a secure message system using a patient portal showed that message volume peaked at 8.5
weekly messages per 100 scheduled visits. 283 Studies of secure-messaging done at Beth Israel
Deaconess Medical Center (BIDMC) further demonstrate that physicians are not inundated with
patient messages, with an average of 20 messages each month per 100 patients

57

These results

suggests that access to secure messaging does not automatically lead to abuse or unmanageable
message volumes, a potential barrier to adoption. Further, messaging may decrease over time as
patients become better acquainted with PHRs and their functionality. 284 In this way, patients may
learn more about the appropriate topics for messages and learn to use the message function more
efficiently over time. Another study found that providers who receive more messages found
integrating message-related work easier than providers who received fewer messages. 285 This finding
suggests that message volume may not be a primary workflow obstacle in PHR implementation.
Alternatively, provider comfort with PHRs or commitment to using them could cause greater
problems for providers.
Anecdotal evidence further suggests that patients respect their providers’ time, and generally do not
burden them with unnecessary messages. 286 An independent study of Kaiser’s KP HealthConnect
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shows that 70% of user sessions result in a message between the patient and provider. 287 This
demonstrates that KP HealthConnect and its users have fully embraced secure messaging. At the
same time, positive feedback from Kaiser Permanente providers suggests that this embrace has not
resulted in a flood of clinically irrelevant messages. 288 Kaiser has also found that the secure message
function is more efficient than telephone communication. 289 Additional PHR studies support this
idea, although there is not yet a clear consensus in the literature. 290

291 292 293

Recent implementations of PHRs have created approaches to implementing secure messaging in a
manner that could be more palatable to providers. Kaiser Permanente empowers providers to
choose the patients they think will benefit most from this form of communication. 294 In this system,
the PHR amounts to a tool for patients over which providers retain considerable control. This type
of solution may convince skeptical providers who may be resistant to new information systems,
especially where they can identity no direct benefit. 295
Research has shown that successful electronic communication does not have to directly connect
patients with their physicians. Kaiser Permanente has given each of its geographic regions the
authority to decide which types of providers are authorized to read and respond to patient messages
sent through HealthConnect. 296 This means that registered nurses or other types of providers can
handle messages, in addition to physicians. This sort of compromise could allay physician fears of
being overwhelmed by patient messages.
Other examples in the literature show that sites that utilize secure messaging often have established
processes for triaging messages so that office administrative staff deal with scheduling of
appointments, nurses and physician assistant staff respond, to some patient email and providers are
only expected to respond to email that requires their specific involvement. In addition, most
practices establish turn around times for responding to messages, ensuring that patient expectations
are appropriately managed. Patients are also informed about the circumstances in which email
communication should be used.

PROVIDER WORKFLOW
As with any new technology, understanding how providers will incorporate the technology into the
medical practice is a key determinant of use and adoption. 297 As one recent report on PHRs states,
‘providers may or may not have the means or inclination to use the information in the PHR when
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they make treatment decisions.’ 298 This quote suggests that both infrastructure and attitudes could
affect the level to which providers include PHRs in their workflow. Also, providers who have
implemented EHRs cite workflow concerns as the most significant barrier to PHR adoption. 299
The impact of PHRs on provider workflow will depend to a large extent on the level of integration
between PHRs and EHRs. Where the EHR and PHR are not linked, the provider would have to
access two disparate systems—the provider EHR and the patient PHR—to gather a complete
account of the patient’s medical record. Providers may also encounter other issues, such as trying to
reconcile two different records, having to make a determination on which record has the most upto-date information and whether all the information in the PHR comes from a trusted source. In
other instances where the PHR and EHR are interoperable, the provider will be able to log into the
EHR, access the patient’s record and have a view into specific information from the patient’s PHR
that has been added to the EHR. In the latter scenario the process of accessing information
contained in the patient’s PHR would be more seamless.
To respond to these concerns, implementation of PHRs will need to carefully consider the optimum
processes for using PHRs in routine clinical practice.

Some leading institutions that have

implemented patient portals have already taken a number of steps to help integrate the PHR into
providers’ workflow. Group Health Cooperative, for example, actively assists with the routing of
messages, follows up with providers about unanswered messages from patients and includes all
messages in patients’ EMRs. 300
In addition to workflow, the organization of PHR data is an important factor for providers. 301
Where data can be visually scanned, summarized and analyzed easily, PHRs do not present a
significant workflow burden. This suggests that reports and graphical summaries of patient tracking
data and a quick reference page for patient medical histories would be most useful for primary care
providers.
Finally, provider attitudes also play a key role in ensuring workflow integration. Provider reluctance
and negative perceptions prior to PHR use have been well-documented, but evaluations of PHR
implementations show that providers are generally satisfied with PHRs. 302, 303 Results of such studies
suggest that although providers initially express negative attitudes toward PHRs, once they have the
opportunity to use PHRs provider experiences have been generally positive.
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OTHER POTENTIAL IMPACTS

OF

PHRS

As PHRs are more broadly introduced into the health care system, they may have a significant
financial impact. Aside from eVisits, PHRs could serve as a type of intervention that reduces more
traditional health care costs through improved chronic disease management, more comprehensive
medication management and patient compliance and better informed consumers. These financial
impacts will be felt by multiple stakeholders, including providers, payers, patients and employers.
However given the relative newness of this technology and limited production instances of PHRs,
clear empirical evidence of return on investment and cost savings is scant. There are already efforts
underway to identify criteria to measure the impact of a PHR product, but findings have not yet
been published. 304 Most of the literature on this subject deals with the areas of provider
reimbursement for PHR adoption and employer support for PHRs as a means of lowering health
care costs and improving employee health outcomes.

Employer Support for PHR Adoption
A number of major American employers have embraced PHRs and the broader idea of patient
access to records and communication channels. 305 Benefits to employers include savings in chronic
disease management costs 306 and reduced costs for medications and wellness programs. 307 A 2007
study by Forrester Research noted that large employers are ‘the first out of the gate’ towards PHRs
because they have much to gain in terms of lower health care costs and improved productivity from
their employees. 308
A 2007 study by CHCF explored the uptake of PHRs by large national employers. 309 The study
found that there are a variety of existing employer-based PHRs, many of which help employees to
track and manage their benefits (flexible spending accounts, claims data and payments, and wellness
programs). Some of the existing employer-based PHRs enable employees to enter, check, and track
health data (e.g., cholesterol, weight, drug information, etc), search for providers, and view their
benefits over the internet. 310
The CHCF study also found that while some employers are launching a PHR on their own, others
are forming collaboratives. Wal-Mart, Intel, Pitney-Bowes, Applied Materials and BP America have
joined to create Dossia, a patient data system that allows employees to access their electronic
medical records. 311,

312

While this approach differs from a PHR, these employers similarly seek to

empower employees to take part in their healthcare. This PHR collaborative has added other
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employer members since its launch, including Cardinal Health and AT&T, and received public
support from health care industry and consumer groups such as: the American Association of
Family Physicians, American Academy of Pediatrics' Council on Clinical IT; National Association of
Manufacturers, the Centers for Disease Control and Prevention, and National Consumers League. 313
Dell, another large American employer, has implemented PHRs as a part of an effort to reduce
health care costs and to empower employees to take a more active role in their health care. Dell
began offering PHRs three years ago, along with other health improvement plans and has since
reported a 10% decrease in overall health care costs. 314 Dell did not specify how much of the
decrease could be attributed to PHR use, instead considering the new technology as a necessary step
toward an improved health care system and better informed health care consumers. 315 In this way,
Dell and others cast PHR functionality as a part of a broader strategy to maximize the savings and
efficiencies offered by health information technology solutions. 316
Other employers have not embraced personal health records. After being approached to join WalMart, Intel and others, Cisco decided that their employee base would not significantly benefit from
access to electronic medical records. 317 In this way, Cisco evaluated the benefits and challenges of
personal health records and concluded that the new technology would not reduce health care costs
for their relatively young and healthy employee base. 318 The different approach taken by Cisco
suggests that the perceived return on investment for PHR-related technologies is lower for specific
populations, in this case a relatively young and healthy workforce.
In addition to concerns about return on investment, employers have cited a number of barriers to
adopting or expanding PHRs including: costs associated with implementation; policy uncertainties;
privacy and security concerns; misperceptions about employer access to employee health
information; uncertainties surrounding the HIPAA privacy rule; problems associated with
sustainability; lack of research about the benefits of PHRs; and limited consumer demand. 319
The uncertainty surrounding the HIPAA privacy rule was also highlighted as a major concern
among employers in the 2007 CHCF issue brief on PHR adoption by employers. Some employers
are not considered HIPAA- covered entities, and thus, the privacy rule does not apply. The study
concludes that employers should outline the legal rules that apply to them to ensure transparency,
and also develop and post their own corporate privacy policies regarding PHRs, which specifically
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describe how they handle employees’ personal health information. 320 Furthermore, in the event that
employers wish to collaborate on a PHR initiative, it is important for them to create transparent
policies and scopes of work that govern their collaboratives. 321

Provider Reimbursement
Finally, reimbursement for PHR-related work is another a key concern for some physicians. Primary
care providers cite a lack of reimbursement for coordinating care as a key barrier to PHR
adoption. 322

323

Reimbursement was also found to be a major concern for providers using web

messaging systems with patients. 324 As is often the case with health information technology, payers
play an integral role in adoption. Some in the policy realm have argued for changes to
reimbursement policies to compensate providers for their time spent working with PHR data and
communicating with patients electronically. 325 Recent shifts made by Cigna, Aetna and some Blue
Cross Blue Shield affiliates to reimburse for online consultations may signal receptiveness to PHR
reimbursement in the payer community. 326 Group Health, another payer, incentivizes providers to
use secure messaging; paying them five dollars for every message they send. 327 Finally, others have
noted that the Centers for Medicare and Medicaid Services (CMS) could greatly affect the policy
discussion regarding PHR reimbursement. 328
Kaiser Permanente’s PHR implementation did not provide any direct financial compensation to
providers in return for their participation in secure messaging with patients. Nonetheless, Kaiser
Permanente has had significant success in encouraging providers to use this function.

This

illustrates that while direct compensation to providers is one possible way of encouraging provider
buy-in to PHRs, it is not the only method. 329

330 331

In the case of Kaiser Permanente, however, it is

important to note that physicians are salaried, and thus, already compensated for communicating
with patients in any form (whether it is in-person, online, on the telephone, etc).
Archelle Georgiou, M.D. noted that financial reimbursement is not a relevant factor for salaried
physicians. Reimbursement is a significant barrier for providers when time is the only determinant
of their income. The impact of reimbursement on PHR adoption will continue to evolve, however.
Dr. Georgiou highlighted that the Medical Home model 332 – a model whereby a patient and
provider have an ongoing relationship and develop a coordinated approach to the patient’s
healthcare – may affect the adoption of provider adoption of PHR. The model includes provider
reimbursement for alternative methods of care delivery and care coordination activities such as
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electronic email and e-visit communication systems, and telemedicine services. Reimbursement for
such activities may drive the adoption of PHRs in the future.

SUMMARY: THE POTENTIAL IMPACTS

OF

PHRS

PHRs present both potential benefits and challenges to providers and the wider health care system.
PHRs offer providers unprecedented access to patient medical histories and clinical tracking
information, while empowering patients to become more actively engaged in their healthcare.
Consequently, PHRs have the potential to dramatically change patient-provider relationships,
expanding the flow of health care data and opening new channels of communication.
Greater access to data could present problems for providers who may not be able to sift through
volumes of patient-provided health data or to verify data accuracy. Further, many in the provider
community fear the consequences of secure messaging with their patients, although early efforts by
Kaiser Permanente and others indicate that innovative policies can successfully harness the potential
of this functionality.
Outside of the provider and payer communities, employers are increasingly looking to technologies
such as personal health records to control health care costs and to provide employees easy access to
their health records. Finally, PHRs have the potential to both affect and be affected by
reimbursement policies, as stakeholders consider adapting existing policies to new forms of care. As
this section demonstrates, few have attempted PHR implementation and many challenges lie ahead,
yet the impact of PHRs has already been seen and will likely continue to be felt throughout the
health care system.
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APPENDIX D.
SAMPLE DISCUSSION GUIDE
Article I. Key Informant: Jan Oldenburg
Organization: Lead Project Manager, Clinical Quality and Content
Kaiser Permanente and HealthConnect
Expertise: Usability/Standards
Usability
1. How long have you been working with Kaiser? How have you been involved with Kaiser’s
HealthConnect Online? When was its PHR unrolled?
2. Do enrollees need to sign up for a PHR or are then automatically signed up?
3.

How many members are currently using the PHR?
a. How many members are currently using KP HealthConnect Online?
b. Are the aged and/or disabled members using KP HealthConnect Online?

4. What functions do enrollees use most? Which are most helpful? Which do they like best/
least? Are there functions they aren’t using? How does this differ for the aged and
disabled?
5. Have there been any changes made to the PHR since it was introduced?
6. Was there any initial usability testing done of the PHR? When? How?
7. Do you receive feedback on problems enrollees have using the PHR?
a. How do you get this feedback?
b. Do the aged have any particular problems?
8. What have enrollees found to be the biggest benefit of PHRs? (Does it save them time and
effort? Improve their relationship with their physician? Allow them to better monitor their
medical conditions?)
Standards
1. What would you say are the key standards that are relevant for PHR development?
2. Are there any gaps in the current PHR standards development activities?
3. Privacy and security
a. Can you discuss how consumer privacy and security issues will be addressed as these
seem to be a major impediment to PHR adoption and use?
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4. With regards to PHR-EHR interoperability what are the key standards that need to be
considered?
5. Are the current SDOs (Standards Development Organizations) the right organizations to be
overseeing PHR standards development?
Patient-Provider Interactions
6. How have physicians responded to KP HealthConnect Online?
a. Are all of Kaiser’s providers required to use Health Connect Online?
b. Have providers experienced changes in work flow?
c. How have provider attitudes changed over time?
7.

How has KP HealthConnect Online affected patient-provider communication and
interaction?
a. Are members asking providers more questions as a result of their experiences with
the PHR?
b. Do you think that KP Health Connect Online has helped patients to become more
involved in their own health care?
c. Have providers experienced a decline in appointments as a result of the PHR?
d. What concerns or issues do physicians have with the PHR?

Other resources that we may consult
Are there any products, papers, other resources related to PHRs that you think are particularly
useful?
Is there anyone else you recommend that we contact?
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APPENDIX E.
KEY PHR INITIATIVES
As this report has illustrated, the PHR space is both new and very dynamic. During the course of
developing this report, a number of initiatives were identified that have the potential to significantly
impact the development of PHRs. These initiatives profiled in this Appendix were selected for
inclusion their number of users, the scope of the functions they offer, or other unique factors, such
as an open source software approach, a design with a care management perspective, and financial
(rather than a medical) model approach. A number of these initiatives are still in the early-design or
implementation stage but offer new, interesting and potentially influential approaches to the design
of future PHRs. The information provided is from our literature review and discussions with PHR
implementers and leaders.

Kaiser Permanente’s HealthConnect
The HealthConnect PHR is part of Kaiser Permanente’s larger HealthConnect software system,
designed by Epic Systems at a cost of $3 billion. Its core data elements are a shared view of the
medical record. Access to the PHR provides a health history of allergies, immunizations, conditions,
past visit information, and prescriptions. It also provides members with laboratory test results,
behavior change modules, health education materials, information on health plan services and
facilities, and patient instructions in English and Spanish. Secure messaging of providers is available
for primary care providers in most regions and will soon allow messaging to specialists. Its PHR
also offers members the ability to make and change appointments, tools to monitor chronic
conditions, and online prescription refills.
Currently, 1.7 million of its 8.6 million members are registered for HealthConnect, with 79,000
repeat users each month. Of its 880,000 Medicare members, 220,000 are signed up. Members must
opt-in to participate (this now requires members to register online and then receive an activation
code by mail; in February 2007, this will become a one-step process.) The PHR provides family
members who have been granted access the ability to view the full record (the exception being any
mention of domestic violence.)
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Veteran Health Administration’s My HealtheVet
My HealtheVet is linked with the VHA’s Computerized Patient Record System (CPRS) and VistA, a
storage application for all VHA clinical documents. My HealtheVet provides online access to
personal information, military health histories, medication tracking and VHA prescription refill,
medical events, and immunization records. It makes available health information, links to Federal
and VA benefits and resources, and a personal health journal (to track, for example, blood pressure,
blood sugar, and cholesterol). Secure messaging will be released next year and online test results will
be available after that. In the future, My HealtheVet registrants will be able to view appointments,
co-pay balances, and key portions of their VHA medical records.
Over 41,000 veterans have signed up, 2,000 of whom are over 90 years old. The VHA is moving to
national implementation and will end the pilot as this happens. Because in-person authorization is
required to obtain a log-in ID and password, a major concern for the national roll-out is the lack of
on-site staff to authenticate those applying for a PHR ID and password, particularly in outpatient
rural clinics. 333

LifeLedger
LifeLedger is a stand-alone computer application housed on the internet. It was designed by
geriatric case managers as a paper form. LifeLedger is targeted to family members and care
managers of the aged, with the intent to communicate information to all involved in the subscribers’
care. It records and stores health records, financial and demographic information, medication
histories, funeral plans, and other important documents, such as living wills and health care power of
attorney forms. Subscribers or caregivers manually enter the information; in the case of documents,
they are uploaded to the personal record. Caregivers and providers may add progress notes.
LifeLedger also includes a library, chat room, and forums.
Along with assisting in the day-to-day management of care, LifeLedger is designed for emergencies.
It provides a print out of all emergency information and suggests that this be put in an envelope on
the subscriber’s refrigerator (the first place that emergency medical personnel will check when they
enter a house). Also, if the subscriber is unable to provide access to his/her records in the
emergency room, LifeLedger provides emergency room providers with a password that allows them
a view of the subscriber’s emergency information (medications, physician information, etc.) It is
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noted that LifeLedger is not a comprehensive medical record, but instead, a subset of information
that is critical to the care of an individual.

Microsoft HealthVault
HealthVault is a personal health technology platform that allows consumers to gather, store, and
share health information online. HealthVault is not a PHR; instead, it is a place to store health
information. HealthVault links to Microsoft’s partners’ applications, with HealthVault’s role being
to facilitate communication to and from partners and consumers. At its October 2007 release,
Microsoft had agreements for over 40 applications and devices for its platform and its partner list
now numbers in the hundreds. Partners include health-management device manufacturers (Johnson
& Johnson), prevention and disease groups (American Diabetes Association, American Heart
Association), and PHR companies (CapMed, Medem, ActiveHealth).
According to Microsoft, HealthVault’s value to consumers is that it offers them a platform to better
manage their health information. It plans for consumers to collect (upload or enter) their private
health information. Consumers are said to have complete control over this health information,
which they can then offer to their health care providers. HealthVault also includes a specialized
medical search engine that helps consumers to more effectively search the Internet for health
information by organizing online health content, and according to Microsoft, allowing consumers to
refine searches faster and with more accuracy, and eventually connecting them with HealthVaultcompatible solutions.

Quicken Health
Quicken Health is now under development and its broad launch (with United Healthcare first and
later CIGNA) is planned for 2008. This is an online application that aims to help consumers to
understand their health care expenditures, settle their bills, and spend their dollars wisely. Unlike
other medical- and health-related PHRs, Quicken Health focuses on the management of health care
expenditures. It is designed to partner with health plans and employers, who then provide their
members or employees access to Quicken Health. Once signed up, consumers permit the download
of claims and benefit information, which Quicken Health translates into a language understandable
to consumers, then provides tools to help consumers manage their expenditures. For example: in
the case of a denied claim, the denial code is translated and the consumer advised of follow-on
action. A financial diagnostic engine is included to assist consumers’ future financial decisions.

P AGE 127

LITERATURE REVIEW AND ENVIRONMENTAL SCAN
EVALUATION OF PERSONAL HEALTH RECORDS PILOTS FOR MEDICARE ENROLLEES

Quicken Health is a product of Intuit, maker of Turbo Tax, Quicken, Quicken Books (for smallbusinesses), and Quicken Medical Expense Manager. According to Intuit’s Director of Market
Development, its market research shows that consumers’ health care expenditure data is scattered
and difficult for consumers to manage. Its experience with Quicken Medical Expense Manager (its
individual, non-group product which requires users to hand-enter all data) is that consumers want an
application that enters the data for them. Intuit believes that many (but not all) health plan
members and employees will use Quicken Health. The incentive for employers--particularly selfinsured employers--to partner with Intuit is particularly strong, as they anticipate that Quicken
Health will facilitate a decline in employee and employer health expenditures.

Children’s Hospital Boston’s, Indivo
Indivo (formerly PING) is a PHR (it calls itself “personally controlled health records”) that enables
a patient to assemble, maintain, and manage a secure copy of his or her medical data. 334 It integrates
health information across sites of care and over time. It is an open source, open standards PHR that
is internet based and provides a web interface. All Indivo technical documents, including design
concepts and source code, are accessible on the internet, enabling straightforward local
customization of Indivo, as well as interoperability between Indivo and other vendor products.
In September 2007, the Children's Hospital Informatics Program and the Dossia Consortium
announced that they would be partnering to make the Indivo PHR the core of the anticipated
Dossia Personally Controlled Health Record system. Dossia will provide resources to extend the
core Indivo functionality and server architecture, which will remain open source and freely available.
Indivo is also the PHR for Children’s Hospital Boston and was deployed as part of an employee
health program at Hewlett Packard. MIT and Harvard University are adopting Indivo as the PHR
for their students and employees.

Palo Alto Medical Foundation’s PAMFOnline
The Palo Alto Medical Foundation is a large multispecialty group practice that has been operating its
PHR since 2002. PAMF tightly integrates its electronic medical record system with its PHR.
Patients can view summary data from their medical record, including the results of diagnostic tests,
and request medical advice, prescription renewals, appointments, or updates to their demographic
information. It has found that patients embrace this new communication channel and are using the
service appropriately. Patients especially value electronic messaging with their physicians and timely
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access to their test results. While initially concerned about an increase in work, physicians have
found that use of electronic messaging can be an efficient method for handling non-urgent
communication with their patients.

CareGroup Healthcare System’s PatientSite
Caregroup’s PHR, PatientSite, serves an integrated delivery network of five hospital (its flagship
hospital is Beth Israel Deaconess Medical Center), 12,000 employees, 2 million patients, and 1,700
physicians (as of December 2005). It has been up and running since 2000, and as of January 2006,
over 22,000 patients had registered for PatientSite and 16 percent of these patients accessed their
records each month. The median age user is 43, with four percent of users over age 70. Along with
patients, clinicians and other staff use PatientSite (200 primary care clinicians and 300 staff used
PatientSite every month in 2005). PatientSite achieved this degree of adoption by ensuring it is
compatible with all browsers, is easy to use, and is highly customizable. 335
PatientSite, provides secure messaging, personal medical records, and “convenience transactions”
online (this includes requesting appointments, obtaining prescription refills, requesting referrals, and
viewing medical claims). It allows patients to view their physician’s schedule and request a nonurgent appointment. PatientSite also includes health education modules and links and home pages
may also be customized with health education links (either by the provider or patient). 336 Patients
can also input their own medications, problems, allergies, and notes; track and graph data over time
(e.g., blood glucose measurements, weight, blood pressure); and upload documents to the PHR.
Caregroup estimates the cost of PatientSite to be $250,000 to $720,000 per year, an average of $6
per patient per month.

Project HealthDesign: Rethinking the Power and Potential of Personal Health Records
Funded by the Robert Wood Johnson Foundation in 2006, this program is intended to stimulate
innovation in the design of PHR. It aims to build a PHR (described as a PHR system) in which an
array of personal health applications can be built on top of a common platform of core data
elements and technical services (e.g., a medical management tool that would alert consumers at the
proper time to take their medication; and a tool to help consumers minimize medication expenses by
searching the Internet to identify the lowest prices). Project HealthDesign’s design and prototyping
efforts focus on the needs, preferences, and living environments of consumers. 337
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Project HealthDesign funds nine multidisciplinary teams of technology, health and design experts,
each of which will design and test PHR systems before prototyping tools in communities. The
design experience is set up to ensure that the teams’ design strategies engage and respond to the selfidentified populations of interest. Teams will seek strategies for capturing consumers’ information
throughout the course of daily living and address how a PHR can best fit with consumers’ day-today activities.

Projects emphasize health promotion.

The ActivHealth team, for example, is

developing a PHR to assist sedentary adults become more physically active. 338
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