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1. Introduction  

Artificial intelligence (AI) tools, particularly those that leverage natural language processing (NLP), have 

become more prominent in healthcare delivery.1 In order for these systems to perform safely and 

reliably in the healthcare setting, AI systems require high-quality training datasets from multiple sources, 

including electronic health record (EHR) data, that closely reflect real-world conditions.2 A range of 

publicly available AI training datasets exist, but they are not housed in a centralized repository. Such a 

repository would facilitate the management and organization of de-identified, interoperable AI training 

datasets, which would streamline access to these data for researchers and AI tool developers. An 

accompanying data governance structure is critical to ensure the usability and to protect the privacy and 

safety of patient data housed in a publicly available repository of AI model training datasets. 

2. Governance Framework Structure 

Data governance is defined as “the overall administration, through clearly defined procedures and plans, 

that assures the availability, integrity, security, and usability of structured and unstructured data 

available to an organization.”3 This governance framework highlights key characteristics and 

considerations for developing and maintaining a repository to house AI model training datasets that use 

de-identified patient data. In particular, the framework: 

• Defines roles, responsibilities, and oversight mechanisms for managing the storage of de-

identified training datasets; 

• Recommends data stewardship and licensing practices that promote responsible sharing and 

reuse of stored datasets; 

• Establishes technical and interoperability standards for datasets housed in the repository to 

support consistency and transparency; 

• Outlines ethical and legal safeguards to uphold privacy and accountability; and 

• Provides guidance to ensure the framework evolves alongside advances in technology, 

regulation, and research ethics. 

 

The framework also provides guidance on the inclusion and responsible sharing of synthetic datasets 

within the repository to expand access while minimizing privacy risks. The domains of the governance 

framework are presented in Exhibit 1.  

Exhibit 1: Training Dataset Repository Governance Framework Domains 
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3. Governance Framework Domains 

The following framework can be used to ensure that public repositories of de-identified AI training 

datasets are used ethically, legally, and effectively. The table below lists each framework domain and its 

definition. We then outline important considerations from each domain to apply to AI training datasets.  

Exhibit 2: Description of Governance Framework Domains 

Framework Domain  Domain Definition 

Governance Structure 

 

The governance structure domain defines the formal system of authority, roles, 

and decision-making processes that ensure the ethical, legal, and effective 

management of publicly accessible de-identified AI training datasets. It 

delineates who holds responsibility for data stewardship, oversight, and 

compliance; how accountability and transparency are maintained; and the 

mechanisms by which policies on access, privacy, and reuse are enforced and 

adapted over time.4,5  

Dataset Access The dataset access domain defines the policies, controls, and processes that 

determine who can access the datasets, under what conditions, and for what 

purposes. This domain ensures that dataset access aligns with ethical, legal, 

and technical safeguards—balancing openness and transparency with privacy 

protection and responsible use. It encompasses mechanisms such as tiered or 

role-based access, data use agreements (DUAs), authorization and audit 

procedures, and compliance monitoring to prevent misuse while enabling 

legitimate research and innovation.6  

Technical and Data 

Infrastructure 

 

The technical and data infrastructure domain defines the foundational systems 

and services that support the storage and management of datasets housed in 

the repository.7 It describes minimum requirements for the safe and effective 

use of digital architecture, metadata standards, data formats, interoperability 
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Framework Domain  Domain Definition 

protocols, and analytic environments for AI training datasets housed in the 

repository. It ensures that data repositories are technically robust, secure, and 

interoperable, enabling responsible access, reproducibility, and long-term 

usability. 

Legal and Ethical 

Frameworks 

 

The legal and ethical frameworks domain defines the principles, policies, and 

mechanisms that ensure the lawful, responsible, and rights-respecting use of 

de-identified AI training datasets derived from EHRs. It outlines procedures 

that ensure that datasets housed in the repository are collected, stored, used, 

and shared in a manner that minimizes risks to individuals and society and 

adheres to appropriate legal frameworks.8,9 It aims to protect individual 

privacy, uphold data subject autonomy, and promote trustworthy data 

stewardship, while enabling scientific and public benefit-driven research. 

Sustainability  The sustainability domain describes approaches to ensure the long-term 

viability, adaptability, and trustworthiness of the repository. It encompasses 

the ability of public repositories to remain usable, secure, and responsive to 

evolving legal, ethical, technical, and societal expectations over time. 

 

4. Governance Framework Considerations 

Below are the five interrelated domains for the potential governance framework of a publicly accessible 

repository of AI training datasets, with key considerations of each domain explained.   

4.1 Governance Structure 

The repository should operate under a multi-tiered governance model that ensures accountability, 

transparency, and public participation. 

• Accountability and Oversight  

o The repository should be governed with clearly delineated roles, including a repository 

governance committee, repository stewards, repository custodians, and user support staff 

designated to prevent misuse or harmful applications of the datasets.6  

▪ Repository Governance Committee: Provides oversight of repository policies, data 

access rules, and governance principles. They also may review requests for access to 

higher-risk data tiers. The committee should include various perspectives, including 

NLP/AI researchers, clinicians, and data contributors/patients.10 

▪ Data Stewards: Operationalizes the governance policies and responsible data 

stewardship. They ensure that the datasets to be included in the repository meet 

quality, documentation, privacy, and metadata standards and conduct ongoing 

compliance reviews to ensure users adhere to governance requirements.11,12 

▪ Data Custodians: Manages the technical, security, and infrastructure aspects of the 

repository. They support data access, ensure compliance with privacy standards, and 

monitor any controlled access tiers or secure analysis environments (if applicable).6 
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▪ User Support Staff: Provides onboarding and help desk support for repository 

users.13  

o To ensure transparency, the governance committee should publish governance decisions and 

updates (e.g., access procedures, committee review criteria, and updates on approved data 

linkages) to inform users and the public.13 

• Trust through Communication and Transparency11,12,14,15,16 

o Public-facing, plain language documentation (describing data linkage processes, de-

identification privacy protections, and intended uses, etc.) should be published to ensure 

transparency and trust. Additionally, governance policies, decisions, and dataset update logs 

should be publicly shared. 17  

o To further transparency efforts, community reporting dashboards can be maintained to 

regularly publish summaries of approved projects, data use statistics, and compliance 

reviews.14,18 

• Public Engagement10,15,19 

o To ensure that the dataset repository is governed based on principles that reflect public 

values, patients and community voices should be represented in ongoing governance 

activities through participation in the governance committee.20  

o Mechanisms for continuous feedback (e.g., open comment periods, forums, listening 

sessions) from the public and dataset users should be established to inform privacy, dataset 

use, and repository improvements.21 

4.2 Dataset Access 

The repository should implement a tiered access model to balance open research with privacy and 

ethical safeguards. 

• Access Tiers:  

o The governance committee should define clear, risk-based access levels that classify datasets 

based on their privacy risk, sensitivity of content, and potential for misuse: 

▪ Tier 1: Open access for de-identified, low-risk data6,14 

▪ Tier 2: Controlled or credentialed access for de-identified but sensitive datasets 

(e.g., data on rare diseases, geographic or facility-specific language, vulnerable 

populations). Requirements for access should include a DUA.  

o The governance committee should clearly define qualifications for users to download data, 

subsequent requirements for DUAs, and approaches for enforcing limitations for 

downloaded data specified in the DUAs (see additional information below about these 

agreements).20    

o To help ensure responsible use of the repository, users should be required to complete 

baseline ethical and responsible data use training (e.g., “Responsible Conduct of Research” 

through the CITI program, documented privacy and security training, ethics, and data 

stewardship training).6,14 

• Data Use Agreements6,14 

o A DUA should be required for Tier 2 access. It should describe the purpose of using the data, 

redistribution restrictions, liability requirements, and reporting obligations if privacy 

concerns are detected.18,22 The DUA should include time components dictating how long 

data can be managed or retained by the receiving entity and should include shared 
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expectations for both parties to abide by.23,24 DUAs put in place by the repository owner 

should align with core DUAs outlined by federal agencies to reduce burden and maintain 

transparency.25,26 

o A master DUA may be put in place for frequent data users with longstanding collaborations 

with the repository owner. Amendments to the master DUA will be put in place for each 

additional dataset accessed or used.27  

• Transparent Access   

o To simplify user access, there should be clear guidance and timelines for access requests.13 

o New or resource-limited users should be offered technical assistance and onboarding 

support.11 

• Permitted and Prohibited Uses.  

o The repository should include documentation on prohibitive use cases of the datasets, such 

as use in clinical or regulatory decision-making, unless validated.18 

4.3 Technical and Data Infrastructure 

The repository should use standardized, secure, and interoperable technical infrastructure and specify 

minimum technical requirements for the datasets housed within to maintain data integrity and 

reusability. 

• Data Preparation and Documentation 

o AI training datasets housed in the repository must meet the following data preparation and 

documentation requirements to ensure data integrity: 

▪ Align with established frameworks for transparency, accountability, and purpose 

specification (e.g., FAIR principles,28 CARE principles,29 Five Safes standards30).15,31 

▪ Implement quality assurance and validation processes (e.g., checks for tokenization 

accuracy, annotation consistency, and other relevant quality metrics).32 

▪ Provide comprehensive data documentation (e.g., data dictionaries, dataset version 

histories) to promote transparency.10 

• Interoperability and Standardized Exchange33 

o Standards for health data exchange (e.g., Fast Healthcare Interoperability Resources [FHIR]) 

must be used within the repository to structure datasets in a standard format.34 

o Datasets housed in the repository should leverage standardized data infrastructure to 

support sustained data reusability and interoperability,15,17,32 including:  

▪ Common data models (e.g., Observational Medical Outcomes Partnership [OMOP], 

Sentinel, i2b2) 35  

▪ Standard vocabularies for data elements (e.g., Logical Observation Identifiers Names 

and Codes [LOINC], International Classification of Diseases [ICD]/Current Procedural 

Terminology [CPT] codes, RxNorm) 

▪ Common data elements36  

▪ Well-defined, machine-readable formats for metadata4,37 

• Security and Privacy Controls  

o Datasets housed in the repository must provide clear documentation of the method of de-

identification (e.g., Safe Harbor versus Expert Determination)38 and formal statistical 

evaluation of re-identification risk.39 They must also follow established best practices to 

minimize the risk of re-identification,40 such as:  
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▪ Pseudonymization and/or de-identification techniques via a trusted third party16,41 

▪ Use of privacy-preserving record linkages (PPRL) for multi-source data integration42 

▪ Proper encryption of datasets (in transit and at rest)5 

▪ Secure and timebound data destruction protocols14 

o The governance committee must enforce role-based access and mandate use of auditable 

access logs for the datasets housed in the repository.14,43 

 

Synthetic Data Considerations 

Generation and validation protocols. The repository should include clear documentation of how 

synthetic data were created, including the methods, model architectures, and key parameters used.18 

Synthetic datasets in the repository should include labeling and provenance metadata that identify 

them as synthetic and describe how they were intended to be used.15 They should also include 

documentation of known limitations and biases introduced during the data creation and synthesis 

process to support responsible interpretation and downstream use.15 Prior to inclusion in the 

repository, synthetic datasets should have been evaluated against the original real-world data to 

confirm that they accurately reflect key patterns and characteristics.14  

 

4.4 Legal and Ethical Frameworks 

The repository should uphold all applicable privacy, consent, and ethical standards governing EHR data 

reuse and NLP applications. 

• Regulatory Compliance: 

o All datasets housed in the repository must adhere to applicable regulatory standards 

(e.g.,  Health Insurance Portability and Accountability Act of 1996 [HIPAA],44 Common 

Rule,45 Family Educational Rights and Privacy Act [FERPA],46 21st Century Cures Act47) as 

well as common ethical principles (e.g., FAIR principles,48 CARE principles,49 Five Safes 

framework50).  

o Data privacy policies may vary widely by state, jurisdiction, type of data, or data use 

case.51 To be housed in the repository, data owners must provide information about the 

relevant state or jurisdictional privacy policies that govern the access and use of data in 

the dataset. Data owners must adhere to these policies for the duration of time that the 

dataset is housed in the repository.  

• Patient Consent and Authorization 

o To be housed in the repository, institutions must provide detailed information about 

how patient consent and authorization were obtained for the development of their 

dataset, including how patients were informed that their EHR data will be used for 

secondary purposes (i.e., AI model training).19 If applicable, institutions should also 

provide information on how patient consent was gathered for broad data sharing 

plans.20  

• Ownership and Stewardship 

o Institutions that contribute datasets to the repository will retain full ownership of data.42 
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o To be housed in the repository, institutions submitting datasets that contain American 

Indian/Alaska Native (AI/AN) data must include information about how tribal leadership 

was engaged regarding the handling of said data.42 

o Similarly, institutions submitting datasets that contain data from vulnerable populations 

(e.g., incarcerated individuals, tribal communities, children, veterans, patients receiving 

care at federally qualified health centers) must provide information about how their data 

governance policies have been adjusted to provide greater protections for these 

groups.52,53 

 

Synthetic Data Consideration 

Ethical synthetic data use. Governance of synthetic data should adhere to the same ethical principles 

as real-world data (e.g., adherence to FAIR48 and CARE principles49). Governance of synthetic 

Indigenous data requires partnership with Indigenous peoples, as data available for this population 

historically tends to focus mainly on negative outcomes, which can bias the generation of synthetic 

datasets.15  

 

4.5 Sustainability 

The repository should maintain operational, financial, and technical sustainability to ensure long-term 

accessibility and adaptability. 

• Governance Continuity 

o Where possible, the organization hosting the repository should leverage its existing 

governance infrastructure to reduce redundancy and ensure long-term maintainability.18  

o Data use agreements with institutions contributing datasets to the repository will include 

clear time bounds dictating how long datasets can be housed in the repository.  

• Continuous Review and Adaptation13 

o To maintain trust and ensure ongoing compliance, there should be at least annual 

governance audits and policy updates of the repository reflecting technological and legal 

changes. This process would include:  

▪ A review for regulatory and policy alignment to assess whether governance policies 

continue to meet federal, state, and international regulations (e.g., HIPAA,44 AI 

governance policies, emerging privacy legislation).54 

▪ An evaluation of the effectiveness of current policies and user compliance by 

reviewing access logs, data use violations, appeals, and user feedback to identify 

areas for improvement.32 

▪ Updated documentation and user guidance resulting from the annual review.11 

▪ A public report of the outcomes of the governance audits and policy updates to 

summarize key updates and decisions and share them transparently to maintain 

accountability.14,55 

o There should be a process to coordinate with dataset owners to update versions of the 

datasets in the repository as new releases are made available.  

• Resource Awareness10,54 
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o The organization hosting the repository should consider documenting the resource costs 

associated with governance and invest in long-term governance/staff capacity for long-term 

repository maintenance. 

• Open-Source Tools6,13,14 

o Community-maintained code repositories and a centralized policy library that houses 

governance documents, templates, and best practices should be developed for 

reproducibility. 

o Analytical syntax, code lists, derived variables, and project documentation for the datasets 

housed in the repository should be open source to be discoverable and accessible to future 

users. 

• Feedback and Continuous Improvement14,16 

o There should be a process to solicit stakeholder input through surveys, open comment 

periods, and appeals mechanisms for denied access/use requests.16 

o There should be incentives for dataset contributors to the repository (e.g., co-authorship 

opportunities, collaboration opportunities).10  
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